Troubleshooting on Data Migration

1. Migration toolkit is not responding

Under unexpected circumstances, the migration toolkit is not responding.

A. Close it and execute the toolkit again by below steps.

B. Find the command prompt icon from the task bar and search for the command prompt of the toolkit.

X CAWindows\system32\cmd.exe

D:cloudtempXzulu—8~hbinsjava.exe —jar WebSAMEPilotClouwdMigration.jar

C. Click the X at the top-right corner of the command prompt to close the toolkit.

D. Restart the toolkit and follow the steps in User Guide for Migration Toolkit.



2. Cannot connect to remote server.

Error message “Cannot access remote server. Please connect to VPN and retry.” shows up after clicking
Check button of the first step.
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7. Click to prepare the data files

Complete the above processes to start the upload
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Error message “Cannot connect to the Cloud VM server. Please check VPN was connected.” shows up
after clicking Upload button.
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1. Click to check migration file size and available HDD space

2. Click to check for weak passwords among existing WebSAMS accounts

3. Click to check for inactive WebhSAMS accounts

4. i inistrator p. for the Cloud Server

5. Configure Windows BitLocker encryption password for the Cloud Server

6. Click to check WebSAMS build version

7. Click to prepare the data files Prepare

‘Cannot connect to the Cloud VM server. Please check VPN was connected.
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CHECK VPN CONNECTION

A. On the system tray, double-click the VPN Client software icon.

BR Windows Server 2012 R2

UB BRI )5 me s,

B. If VPN is connected, the following screen should show up.

& FortiClient -- The Security Fabric Agent - e
File Help

@ FortiClient VPN
# & 0 0 a

Upgrade to the full version to access additional features and receive technical support.

VPN Connected

VPN Name NN
IP Address REG_—
Username NN
Duration 00:01:50
Bytes Received 29.69 KB
Bytes Sent 23.6 KB

C. Reconnect the VPN if it is not connected, then click the Check/Upload button again.

D. If the VPN is connected and the error message still shows up, please go to Solution 2.



CHECK MIGRATION TOOLKIT VERSION

A. Check if the downloaded zip file is CloudMigrationToolkit2021.zip.

|8 » ThisPC » Downloads »

Name

', CloudMigrationToolkit2021.zip

A=

B. Ifitis not CloudMigrationToolkit2021.zip, please visit the below path to download the latest version of
migration toolkit.
https://cdr.websams.edb.gov.hk/Files/PilotCloud/Reference/CloudMigrationToolkit2021.zip

C. Close the migration toolkit and delete folder D:\cloudtemp and E:\CloudDataFile.

D. Restart the toolkit and follow the steps in User Guide for Migration Toolkit.

E. If the error message still shows up, please go to Solution 3.


https://cdr.websams.edb.gov.hk/Files/PilotCloud/Reference/CloudMigrationToolkit2021.zip

DISABLE UNNECESSARY NETWORK ADAPTER(S)
A. Disconnect VPN first.

B. On the system tray, right-click the network icon and choose Open Network and Sharing Centre.

2@ Windows Server 2012 R2

R, Y 5w NG miimm

am Windows Server 2012 R2

Troubleshoot problems

| Open Network and Sharing Center
T T WY TN 009

C. Choose Change adapter settings.
b Network and Sharing Center =-|0 -

+ :,.,: v Control Panel » All Control Panel ltems » Metwork and Sharing Center v O | Search Control Panel @ |
c i View your basic network information and set up connections
03 e ——
View your active networks
Change adapter settings
T wharing Metwork Access type: Internet
settings Public netwark Connections: [J Ethemnet

w

Change your networking settings

ik Setup anew connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information,

See also
Internet Options

Windows Firewall



D. The network adapters available on the WebSAMS server shows up.

(Below screen is an example only. WebSAMS Server may contain more adapters.)

) Network Connections == -

+ ‘ E‘ » Control Panel » MNetwork and Internet » Metwork Connections » v & | ‘ Search Network Con... 2@ |

Organize » BE ~ m @

— Ethernet 2 — Ethernet 3 — fortissl
L-..,E MNetwork cable unplugged l_'" Disabled l“:‘_ Disconnected
X @ Fortinet Virtual Ethernet Adapter (... @ Fortinet 55L VPN Virtual Ethernet ... a._‘ PPPoP WAN Adapter

— WebSAMS segment — NAS Backup
L\F Metwork L-..,& Metwork

W Intel(R) 825741 Gigabit Network C... @ Intel(R) 825741 Gigabit Network C...

E. Do not edit the adapters with keywords “Fortinet” or “fortissl”, which are generated by the VPN client

software.
I Network Connections -|O -
+ ‘ E' » Control Panel » Metwork and Internet » Metwork Connections » v O | ‘ Search Metwork Con... @ |
Organize » ﬂ:: A E @
— Ethernet 2 — Ethernet 3 — fortiss|
L-...,E Metwork cable unplugged l_" " Disabled l_" 5:__ Disconnected
x @EY Fortinet Virtual Ethernet Adapter (... @EP Fortinet S5L VPN Virtual Ethernet ... 4@_‘ PPPoP WAN Adapter
- G TegIIent L. TIES Bachup
o Network o= Network
@2 Intel(R) 82574L Gigabit Network C... @ Intel(R) 82574L Gigabit Network C...

F. Do not edit the adapters that connect the WebSAMS Server to the Internet.

(In below example screen, the adapter is named “WebSAMS segment”. It may be different in school’s
WebSAMS Server.)
) Network Connections - | o [

1 | E-' » Control Panel » MNetwork and Internet » Network Connections » v & | ‘ Search Network Con... @ ‘

Organize « j‘:: - m '@

™ Ethernet 2 — Ethernet 3 — fortiss|
L-..,E Metwork cable unplugged l"" Disabled l"':_‘_ Disconnected
e e B Ao @ Fortinet S5L VPN Virtual Ethernet ... &l PPPOP WAN Adapter
L‘ WebSAMS segment MNAS Backup

L L

o Metwork . MNetwork

@ Intel(R) 82574L Gigabit Network C... @7 Intel(R) 82574L Gigabit Network C...

G. Except the adapters mentioned above in steps E and F, disable all the other network adapters.

Right-click on an adapter you want to disable, then choose Disable.

(In below example screen, there is only one extra adapter named “NAS Backup”. School’s WebSAMS

Server may contain more adapters.)
i Network Connections = I:'-

T ‘ E' » Control Panel » Network and Internet » Network Connections » w C,‘ | Search Metwork Con... @ ‘
QOrganize v ii o E ':f}'
— Ethernet 2 - Ethernet 3 - fortiss|
‘..',E Network cable unplugged l-“‘ Disabled l-‘:h Disconnected
3 @7 Fortinet Virtual Ethernet Adapter (... @7 Fortinet S5L VPN Virtual Ethernet ... & PPPOP WAN Adapter
L. WebSAMS segment L. MNAS Backup
"o Network e Network = =
G Intel(R) 82574L Gigabit Network C... G Intel(R) easmc_|'3:' Disable |
Status
Diagnose

1% Bridge Connections
Create Shortcut
Delete

'5' Rename

'5' Properties




After disabling all the unnecessary adapter(s), check if the WebSAMS Server can connect to the
Internet as follows.

® Open a browser (e.g. Internet Explorer 11 or Chrome), go to https://cdr.websams.edb.gov.hk/.

® [f the website cannot be accessed, you may have disabled the wrong adapters. Please check the
adapters setting again.

® If the website can be accessed, go to next step.

web pe SIS =& |
Q Shms @ reezmans
P —— MERWRR WebSAMS Central Document Repository wnaE
BAUHE

2020.10.05 BAEIRERNER TERESABRBE 20201 B (R2) (1)
2020.09.02 20204108 E20214F1 A SH0E ERERITHIREREERRA
2020.09.01 234 RS AR (CDR) 2020478 5 18 Bl it

2020.08.27 @ ERERGHRA3.0.0.27082020R B

2020.08.20 A ERERGUIEIRSRA3.0.0.30072020RE

> EE

Connect VPN again and click the Upload button of the Migration Toolkit.

If the upload fails again and error still shows up, please go to solution 4.

Note: Please remember to re-enable all the adapters, which have been disabled, after the data is

migrated to cloud successfully. To enable an adapter, right-click it and choose Enable.

&l Network Connections -|B -
L | E' » Control Panel » Network and Internet » Network Connections » W C,| | Search Network Con... @ ‘
Organize » ﬁi b E @:‘
— Ethernet 2 —~ Ethernet 3 —~ fortiss|
..!4’ Network cable unplugged l-" Disabled l‘;h Disconnected
% @ Fortinet Virtual Ethernet Adapter (... ST Fortinet 55 VPN Virtual Ethernet ... & PPPOP WAN Adapter
— WebSAMS segment — MNAS Backup
l-\',s Network L. Disabled==
@ Intel(R) 82574L Gigabit Network C... & |nel(e) (@ _Enable |
Status
Diagnose
Create Shortcut
Delete
'?:;' Rename

'E;' Properties

4items i= =



https://cdr.websams.edb.gov.hk/

A. If VPN is not connected, reconnect VPN.

B. Open a Windows command prompt.

Press the Windows key @ + R key, input cmd and click OK.

Run

=_ Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: ’E

C. Input command “ipconfig /all”.

BEX Command Prompt

\>
=W
\>
=W
\>
'\>
2N
:\>ipconfig /all

s aNalaaNalsl

D. Compare the IP address of Fortinet SSL VPN Virtual Ethernet Adapter shown in the command prompt

and the VPN client software.

BN CAWINDOWS\system32\cmd.exe

ient The Security Fabric Agent ®

FortiClient VPN
%000

Unpgrade ta the full version o access additional features and receive technical support

‘ VPN Connected

E. If the IP addresses are the same, please skip to step M and contact Cloud Helpdesk for assistance.



https://cdr.websams.edb.gov.hk/BE4Z T/

Otherwise, please follow the following steps.

F. Open the Change adapter settings page.

@ - 1 |l_-@ » Control Panel » MNetwork and Internet » Metwork Connections » W 0| | Search Metwork Con... @ |
Organize = a; >~ M @
II Ethernet II Ethernet 2 II Ethernet 3
- MNetwork - MNetwork cable unplugged MNetwork 2
@‘ Intel(R) 82574L Gigabit Metwork C... 3§ @‘ Fortinet Virtual Ethernet Adapter (... Fortinet 5SL VPN Virtual Ethernet ...
= | fortissl
%b Disconnected
PPPoP WAN Adapter
4items == =

G. Right-click the adapter named Fortinet Virtual Ethernet Adapter, choose Properties.

@ - 4 |l_-@ » Control Panel » Metwork and Internet » Network Connections » v O | | Search Metwork Con... 2@ |
Organize Disable this network device Diagnose this connection Rename this connection E; > [@ @
II Ethernet II Ethernet 2 Ethernet 3
- MNetwork - MNetwork cable unplugged E Network 2
@‘ Intel(R) 82574L Gigabit Network C... x @‘ Fortinet Virtual Ethernet Adapter (... 'ﬁ Fortinet 55L VPN Virtual Ethernet ...
= fortissl ) Disable
%b Disconnected Status
PPPoP WAN Adapter N
Diagnose
@ Bridge Connections
Create Shortcut
| Delete
@ Rename
r @ Properties I
ditems 1 item selected == =

H. Choose Internet Protocol Version 4 (TCP/IPv4) and click Properties.

Networking | Sharing

Connect using:
| &P Fotinet SSL VPN Virtual Ethemet Adapter |

.Q File and Printer Sharing for Microsoft Networks
4310105 Packet Scheduler

[ = Microsoft Network Adapter Muttiplexor Protocol
i link-Layer Topology Discovery Mapper /0 Driver
& Link-Layer Topology Discovery Responder

<& Intemet Protocol Version & (TCP/IPvE)
Intemet Protocol Version 4 (TCP/IPv4)
m

This connection uses the following items:

[ el ||

Uninstall | |

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[ ok || cance |

Choose “Use the Following IP address” and input the following values:



https://cdr.websams.edb.gov.hk/聯絡我們/

IP address: (the same address displayed in the VPN client software)
Subnet mask: 255.255.255.255
Default gateway: (the IP address displayed in the VPN client software, add 1 to the right-most number)

For example, if the IP address displayed in the VPN client software is 172.16.255.254, then you should
input:

IP address: 172.16.255.254

Subnet mask: 255.255.255.255

Default gateway: 172.16.255.255

Internet Protocol Version 4 (TCP/IPv4) Properties -

General

You can get IP settings assigned automatically if your network supparts
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: 172 . 16 | . |

Subnet mask: | 255 . 255 . 255 . 255 |

Default gateway:

Obtain DNS server address automatically

(®) Use the following DNS server addre

Preferred DMS server;

Alternate DMS server:

[ validate settings upon exit

| 0K || Cancel |

Choose “Use the following DNS server address” and input the following values:
Preferred DNS server: 10.188.20.4
Alternate DNS server: (leave it blank)

Click OK to close the window.

Click the Upload button of the Migration Toolkit again.



. If the error message still shows up, please send the error screen capture and the following information
to the Cloud Helpdesk (https://cdr.websams.edb.gov.hk/H5E4& 3 (/) for assistance.

- School full name

- School ID (6 digits)

- Your name

- Your contact phone number

- Problem description

- Screen capture of the command output of ipconfig /all

- Screen capture of the Windows Change adapter settings page

- The log files created by Migration Toolkit, with name Programme_log_2020_XX_XX_XX_XX_XX.txt
and ftpuploadlog_XXXXXXXX-XXXX.log stored under the folder D:\cloudtemp

- Screen capture of the VPN client software after VPN is connected

- The log file created by the VPN client software, you can export the file with following steps

= C(Click the Gear icon and Export logs on the VPN client software

& FortiClient -- The Security Fabric Agent - oIEN

= |nput file name, select the file location and click Save
) Save

VPNlog

Save as type: | All Files (1)

' Hide Folders Cancel


https://cdr.websams.edb.gov.hk/聯絡我們/

3. WebSAMS cannot be accessed inside school campus.

Error message E-12080: Internet Access NOT allowed shows up on WebSAMS login page.

0 ®

....,..,'

WebSAMS Version 3.0.0 (BUILD-11072018)
(RESTRICTED) Access to this system and the information / materials
tained therein are ized users only.
(RH) Sﬁaﬁlﬁﬁﬁﬁﬂﬂttﬁﬁﬁnglﬂ
Best viewed with 300X800 resolution
Copyright © 2008. Education Buresu. The Government of the HKSAR.
All Rights Reserved.

A. Connect VPN and login WebSAMS.
B. Enable School Campus Access at Security > Configuration > System Configuration

[[TRPETE | PRV A [S-SEC01-01] Security > Configuration > System Configuration

Data Query Tool

General Settings

Talent Databank Maximum number of fault login attempts allowed
Timetabling (TTL) (Min: 3, Max: 10, default value: 5)
Timetabling (TSI) JAuto-unlock period of locked accounts minutes
Code Management (Min: 12 minutes, Max: 120 minutes, default value: 80 minutes)
JAutomatic logout period (inside VPN Segment;
v Security g P ( g ) minutes
» Access Control (Min: 5 mir}utes, Max: 1zq minutes, c_iefaull value: 15 minutes)
JAutomatic logout period (outside VPN Segment) minutes
' Configuration
(Min: 5 minutes, Max: 60 minutes, default value: 5 minutes)
System Config [Password expiry period days
System Custom )
(Min: 30 days, Max: 365 days, default value: 100 days)
* Report & Log Number of passwords stored in password History
* E-Mail Min: 1, Max: 5, default value: 1)
Mail Sending Enable Multiple Login ¥
Mail Group (Default: disabled)
Mail History Enable Internet Access O
Customization Default: disabled) —
[Enable School Campus Access M >
(Default: disabled)




C. Input the Internet IP address” assigned to your School Campus by your Internet Service Provider (ISP)
into WebSAMS at Security > Configuration > IP Config

» Talent Databank

/\  [S-SEC06-01] Security > Configuration > IP Address Configuration
* Timetabling (TTL)

> Timetabling (TSl) To allow workstations in your School Campus to access to WebSAMS, please enter the Internet IP address
» Code Management assigned to your School Campus by your Internet Service Provider (ISP).

™ Security u IP ress Group Name - IP Address Range Exclusion Range

* Access Control D

' Configuration

System Config

System Custom * Click on the link of IP Address Group Name for maintaining IP address.

* Report & Log
* E-Mail

> Archive

» Customization

#Schools should clarify with your ISP what IP address(es) is uniquely used by your school campus. For
example, if schools have subscribed a web-filtering service, the actual Internet IP address may be changed by
the web-filtering service when accessing WebSAMS by using school workstations and sometimes this
changed IP address(es) is not uniquely used by your school campus. When there is such a change, WebSAMS
cannot recognize school’s Internet access from workstations inside school campus. In case of doubt, schools
may contact the ISP for advice/ trouble-shooting and solutions like excluding school’s new WebSAMS URL
from the web-filtering service may be available, so that correct and unique IP address(es) can be configured
in WebSAMS for it to identify your school campus.

Updated: 16-06-2021



