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WebSAMS Security Guide and Recommended Practice

The following information on system security of WebSAMS and recommended practice in this regard is for
the reference of schools:

The relevant website / path is provided in bracket [ ]

WebSAMS : https://cdr.websams.edb.gov.hk
IT in Education: https://www.edb.gov.hk [Education System and Policy > Primary and Secondary
School Education > Applicable to Primary and Secondary School > IT in Education ]

1. Physical Security

[T in Education > Information Security in Schools - Recommended Practice ]

Physical security is the first line of defense. It can prevent unauthorized access to hardware from outside
and damages to the security system by intruders. Physical security measures include:

1.1 place all computer equipment such as servers, workstations, laptops, network equipment,
backup/recovery devices and original software, etc in secure areas;

1.2 manage the inventory of computer facilities and usage records properly;

1.3 define the respective levels of physical security requirements for different places of the
school.

2. Internet

[BEREAZERE > AHRLREAHKEE > ZHIRIE> Kick-Start Guideline for WebSAMS Implementation J

The Internet is an open environment which is susceptible to system suspension or data leakage due to
hacking attacks. To prevent and reduce intentional or unintentional system attacks, schools should set up
hardware including the WebSAMS router and HTTP server, as well as internet gateway. The WebSAMS
router and internet gateway play a very important role to protect WebSAMS as well as the entire school
network system. WebSAMS should not be opened for access via the internet without these basic
hardware (please refer to the document - “Doc 03 - Kick-Start Guideline for WebSAMS Implementation”
mentioned above for details).

2.1 At the early stage after setting up the system, the use of WebSAMS should be limited to
the school’s WebSAMS network. After getting familiarized with the system, schools may
consider connecting WebSAMS with the IT in Education network and eventually, consider
opening it for access via the internet.

2.2 The WebSAMS router needs to be set up properly and the password of the router should
be kept by designated person(s).

2.3 Internet gateway needs to be set up properly, and the password of the gateway should be
kept by designated person(s).

2.4 The HTTP server needs to be configured properly and the password of the server should
be kept by designated person(s).
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2.5 Do not enable Remote Desktop Service on the WebSAMS server.
2.6 Perform checking on the above settings and change the passwords mentioned above
regularly.

3. Daily System Security Checks by Schools

[ALEREZXBERE > ZARRLERZAEE > 2ARE > ZER IREZFNZFRZEN]
[REREZRKENE > ZFRERZAEEH > 2FREZ > WebSAMS System Operatlo Task List]

The school head needs to arrange responsible teacher(s) of WebSAMS to supervise the school TSS to
regularly (recommended on a daily basis) conduct routine maintenance work to check system logs of
WebSAMS and its network devices for early identification of any abnormal events and/or signs of possible
attacks on system security. If signs of these attacks are detected early to alert the responsible teacher(s)
of WebSAMS to suspend the services of the component under attack immediately, thus minimizing the
impact. The records to be monitored include:

3.1 System audit trail of WebSAMS, database backup records, etc;

3.2 HTTP server records, such as Linux and Apache system records and security records;

3.3 Records of Security Surveillance Service for internet gateways, routers and internet service
providers (if applicable);

3.4 WebSAMS build version upgrade log, CDS log, etc, which are provided by WebSAMS.

4. Settings in Security Module of WebSAMS

[HEREZBKENE > ZRRLEREAZREE > ZHITBIE> Post-Installation Tasks of WebSAMS Implementation )

The security module of WebSAMS provides a number of important security settings and monitoring
functions. The school head should assign specific persons to manage this important module. The
responsible staff should:

4.1 Plan and set up the rights and responsibilities of users and user groups of WebSAMS
carefully;

4.2 Plan and set up the user log-in policies carefully, such as:

4.2.1 The maximum number of fault log in attempts allowed;
4.2.2 Auto-unlock period of locked accounts;

4.2.3 Password expiry period;

4.2.4 Number of passwords stored in password history

4.3 Plan and set up Location Access Control and IP addresses Group carefully;

4.4 Check Unsuccessful Login Log daily to monitor system usage;

4.5 Check access rights of User Groups and assignment of accounts to groups frequently;

4.6 Check Audit Trail records, particularly that of Staff Module and Financial Monitoring and
Planning Module frequently;

4.7 Remind users to change their login password from time to time or at least every six months,
keep the password properly, do not disclose the password to others and do not log on the
system from public computers;

4.8 Change any simple password in use as soon as possible. The new password should meet
the minimum complexity requirements as follows:
® The password should fulfill all criteria:
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contain English character(s) a-z (lower case)
contain English character(s) A-Z (upper case)
contain digit(s) 0-9

contain special character(s) ("Space" is not allowed)
® Length of password should be within 8-40 characters

® User ID cannot be used as password

5. Protection of Data, Updates for Anti-virus Software and System Security Vulnerabilities

Computer virus refers to some harmful programs that can affect the normal operation of the computer
system. Computer virus causes varying degrees of damages, the impact of which range from only a
nuisance on the screen display, to a damage of valuable data stored in computers. Furthermore, in
general, computer software is susceptible to security vulnerabilities, and schools should apply the latest
version update/patch to fix any known security vulnerabilities.

5.1
5.2
5.3

5.4

5.5

5.6

5.7

Ensure successful implementation of WebSAMS database backup on a daily basis.
Perform virus scanning and update anti-virus software regularly.
Visit the InfoSec website of the HKSAR Government at least once a month to check for
major IT security incidents [ https://www.infosec.gov.hk] .
Visit the websites of IT in Education https://www.edb.gov.hk [ Education System and Policy
> Primary and Secondary School Education > Applicable to Primary and Secondary School
> IT__in__ Education] and  WebSAMS Central Document Repository
[ https://cdr.websams.edb.gov.hk] at least once a week to check for latest release of the
corresponding guidelines to strengthen system security, and pay attention to the relevant
information announced by the EDB.
Ensure that users can only import and export system data when they are authorized to do
so and appropriate measures have been taken to protect against leakage of sensitive data.
To protect important data, when importing data to WebSAMS, accuracy, integrity and
consistency of system data should be maintained.
Take all feasible measures so as to ensure the personal data collected by data users are
protected against unauthorized or accidental access, processing, erasure or use. For details,
please refer to Section 6.4.1 of “Information Security in Schools - Recommended Practice".
Schools may refer to the following website for the six personal data protection principles
under the Personal Data (Privacy) Ordinance:
[ https://www.pcpd.org.hk/english/data privacy law/6 data protection principles/prin
ciples.html]
Do not install any software which are outside the software specification list for the
WebSAMS server (for the list of the specified software, please refer to the document -
"Hardware and Software Specification for Upgrading to WebSAMS 3.0 (2014-2015)").
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