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2 |4 item(s) found in WebSAMS Server.
3 |0 item(s) found in HTTP Server.
4|0 item(s) found in WebSAMS Router.
5
Al - fl
A B C D
1 Item |Result |Remedy Action
2 1 For WebSAMS Server
1.1 |IPs on all active network adaptors |The following IPs are not in WebSAMS segment: 1. Reassign / Disable the invalid IP{s)
192.168.8.10 2. Please input value to the field "IP Address for connecting NAS™
3
1.2 |Required Security Policy "Microsoft network server: Digitally sign communications (always)" is disabled Update Local Security Policy (Please refer to Appendix 7 Part A of
"Microsoft network server: Digitally sign communications (if client agrees)” is disabled installation Guidelines for WebSAMS 3.0)
4
1.3 |Firewall is enabled Windows Firewall is not enabled Enable the firewall (Flease refer to Appendix 7 Part D of
installation Guidelines for WebSAMS 3.0)
5
1.4 |Firewall getting oK
5}
15 |WebSAMS password policy Password expiry period = 365 or = 1 Review the item value in WebSAMS to improve security
Maximum number of fault login attempts allowed = 3 or =1
7
s 2 For HTTP Server
21 |HTTP Server IP check MLA
9
2.2 |WebSAMS ServerIP Chack LA
A

The Security Check function is designed to facilitate schools to check the basic system security settings of WebSAMS (for details,
please refer to "Doc24 - Netwoark Integration Guideline For Mew School”, "Doc 36 - Rules for Configuration of WebSAMS Router and
Internet Gateway" and "Doc 33 - Installation Guidelines for WebSAMS 3.0"). For technical support, please contact WebSAMS
Helpdesk. For other enquiries, please contact your School Liaison Officer of our WebSAMS Team

RIS EENREE TR SN EFERHEE(SEE 28 Doc24 - Network Integration Guideline For New School” - "Doc
36 - Rules for Configuration of WebSAMS Router and Internet Gateway" &"Doc 33 - Installation Guide for WebSAMS 3.0") - i0:EEH
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