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111

Module Overview

Introduction
Objective

Security module consists of four major components — Access Control, System
Configuration, Audit Trail & Log and Security Check.

Access control comprises User Account, User Group, Function Access Control
and Location Access Control. For function access control, a user account must
be created before a user can access the system. A user account can be
assigned to one or more user groups and access rights are granted to the user
groups. The user accounts inherit the function access rights of the groups to
which the user accounts belong. Moreover, a user account can be of different
user types that restrict what user groups can be granted to that user account. To
simplify the set up of access rights, there are more than twenty built-in user
groups that have default function access rights. The school can also create new
user-defined groups and change the built-in user groups’ function access rights.

Normally, the school users should be accessing WebSAMS from the SAMS LAN
Segment, which is treated as a trusted network by the system. For Location
Access Control, the school can determine whether to allow access to WebhSAMS
from ITED LAN Segment or via Internet (i.e. untrusted network) and what
functions can be accessed when a user logins outside SAMS LAN segment (i.e.
ITED LAN Segment & Internet). The school can define the exact function rights
that can be accessed outside SAMS LAN Segment, for instance, allow viewing
but deny editing.

System Configuration comprises WebSAMS system settings and customisation.
The school can set up specific access control options, function access settings,
system file paths, location access control, E-Mail settings and other options. In
addition, the school can customise the look and feel of its WebSAMS.

Audit Trail & Log allows the user to view, archive and delete the audit trail and
other log records generated by the system. View functions for the database
backup log and server backup log are also provided.

Security Check allows users to monitor the WebSAMS server and network
security using the analysis report

The system also provides a comprehensive set of reports to allow the school to
check the access rights of various users and groups, from inside and outside the
trusted network. The school can also view reports on the successful and failed
login attempts of the users.

Copyright © 2018. Education Bureau. The Government of the HKSAR. Page 1
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1.2 Function Chart

[} User Group

Security (SEC) o Special Team
[ J User Account
Access Control >
° Location Access Control
[ Internet Access Time Profile
[ ] Unlock Account

° Login Status

(] System Configuration

® IP Configuration

A\ 4

Configuration

[ ] System Customization

[ ] Audit Trail

L] Staff Audit Trail

® FMP Audit Trail

A 4

Report & Log
o Report

° Purge Log

(] View Backup Log

Security Check
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1.3 Flow Diagram

|| Security Module "_" System Configuration > " IP Configuration ||

Location Access Control

Audit Trail
Report & Maintenance
Log Internet Access
Time Profile
Security Check
User Group User Account

Maintenance

Maintenance
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1.4

Interactions with other modules

SCH

- SECO03 Add user account
- SEC04 Modify user account
- SEC22 Internet Access Time Profile

STU

SEC

- SEC03 Add Student / Parent user account
- SEC04 Modify Student / Parent user account

STFE

- SECO03 Add Staff user account
- SEC04 Modify Staff user account
- SEC21 Staff Audit Trail

RPT

- SEC09 Report (English & Chinese)

FMP

- SEC20 FMP Audit Trall

All Modules

- SECO08 Audit Trail
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L SECO03 - Add user account, SEC04 — Modify user account, SEC22 — Internet
Access Time Profile
e SCHOOL (SCH)
° Retrieve school level / session / class information
e STUDENT (STU)
. Retrieve Student Registration Number
° Retrieve Guardian Information
° Retrieve Student / Guardian Phone No., HKID No.
e STAFF (STF)
. Retrieve Staff Code and Staff Name

[[]  SECO09 - Report (English & Chinese)
¢ Report Management (RPT)
° Retrieve related report template

N SECO08 - Audit Trail, SEC21 - Staff Audit Trail, SEC20 — FMP Audit Trail
e ALL Modules
) Retrieve audit trail records

Copyright © 2018. Education Bureau. The Government of the HKSAR. Page 5
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2 Operation Procedures

2.1 Access Control
2.1.1 User Group Maintenance

Users can add, modify, copy and delete a user group and its access rights by
the “User Group Maintenance” function.

The following diagram illustrates the general concept of a User Group:

Maintain.l 2r Account

User Group

Maintain. chdol Info

Users can be assigned to multiple user groups. The following diagram illustrates
the concept:

FMF User Senior_ eacher

N
-

CDS Adr nistrator TIL Jser
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Add User Group

[ Function Description
User can add a new user group through the “User Group Maintenance”
function.

L Pre-requisites

N/A

B User Procedures

Click [Security] = [Access Control] - [User Group] on the left menu.

A list of groups is shown, click the [Add] button at the bottom of the page to
add a new user group.

3. Fill in the Group ID, Group Description and Chinese Group Description
for the new group.

[5-5EC02-02] Security > Access Control > User Group > Group Description

Frain L=z= Access Right Add Account to Group

Add User Group
Group 1D

Group Description

Chinese Group Description

Mote:
1. Length of Group ID; 1-20 characters.
2. Group IO can contain only the characters of a-z, A-Z, 0-9, ™" or ™_’

4. Click [Save] button.

L Post-effects
The user-defined user group can be attached to any users. The access rights of
the user group will then be passed to the users of the user group. Access rights
granted will be effective the next time the member users login to the system.

LJ  Notes

1. User group created by the user is called user-defined user group.

2. All user-defined user groups can be granted access to all modules / functions
except some restricted functions (e.g. all functions under the two modules of
FMP and Staff). This is to exercise strict control on the access of these
restricted functions / modules to the built-in groups only.

Copyright © 2018. Education Bureau. The Government of the HKSAR. Page 7
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3. Under Chinese Language the Chinese Group Description field will be
displayed in the group selection drop down for selection. If this field is blank,
the Group Description will be displayed instead.

Update User Group

B

Function Description

A user can modify an existing user group’s description, access rights and group
members through the “User Group Maintenance” function.

[ Pre-requisites
User group already exists.

B User Procedures

[S-SEC02-01] Security = Access Control = User Group

#Bottom
(M| oo | Gowosoio.
| r ‘SXSIH&LADMJI:I ‘WehSAMS Systern Administrator ‘ Bnilt-in
| r ‘SEJ:IQQL_HEAD ‘Scho-olHE:ad ‘ Euiltin
| r ‘é, OCATION GROUP FR ‘A]locatiOnGmup(PﬂmaIy) ‘ Built-in
| r ‘MAIIQH_GRDLJE_SEC ‘A]lo-:aﬂ'on Gronp (Secondary) ‘ Biltin
| r ‘ANE_&DM]H ‘Ammpumsmwﬂam ‘ Eniltin
| r ‘CDS_A.DMIN ‘CDS Administrator ‘ Biuilt-in
| r ‘CLEE.E. ‘cmk ‘ Bilt-in
| r ‘DMJADMIM ‘Daammmtmmﬁm ‘ Builtin
| r ‘DM_LISEE ‘DataMamgmthse:r ‘ Euiltin
| r ‘EME.&QII_Q_ERE ‘FMPAcmunts Cledk ‘ Builtin
| r ‘EME_&DM]I\_I ‘FMPMIniJﬁStrator ‘ Bnilt-in

Click [Security] > [Access Control] = [User Group] on the left menu.

A list of groups is shown. Click the Group ID link to modify the function
access rights of the group.

Select the Group Desc tab to modify the group description.

Select the Access Right tab and then click on the module link to modify the
access rights.

5. When modifying the access rights, a pop-up screen with the access rights of
the selected module for the user group is shown. Mark or un-mark the check
boxes to grant or revoke the access rights to or from the user group.

6. Select the Add A/C to Group tab to add / remove members to / from the
user group.

7. Click [Save] button to save any changes.

Copyright © 2018. Education Bureau. The Government of the HKSAR. Page 8
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[ Post-effects

1. Changes to the user Group Description and Chinese Group Description
would be updated.

2. As user group is used to grant access rights to users, any changes in the
access right settings in a user group will affect the access rights of all the
users belonging to the group. New rights will be effective when the affected
users login the system the next time.

B

Notes

The Group ID cannot be updated.

2. The assistant system administrator account ‘asysadmin’ has access right to
perform one and only one function — changing the system administrator’s
(i.e. the ‘sysadmin’ account) password. This right is built in the system and
cannot be modified and cannot be granted to any other user groups.

3. Some functions, for instance Staff Audit Trail and FMP Audit Trail functions
under Security module, are only available to the SCHOOL_HEAD user group.
The system will ensure that access rights of these restricted functions cannot
be granted to all other user groups.

4. For all built-in user groups, only the access rights of the relevant modules /
functions can be maintained. For example, for the STUDENT or PARENT
user groups, only the pre-defined set of functions / modules are listed for
access rights maintenance.

5. For user-defined user groups, access rights of all modules / functions (except
the restricted functions and the Staff & FMP modules) can be maintained.

6. The four built-in user groups for Staff are STAFF, STAFF_MANAGEMENT _1,
STAFF_MANAGEMENT 2 and STAFF_MANAGEMENT 3. The
STAFF_MANAGEMENT _1 user group is granted with all access rights to the
modules of Staff and Staff Deployment, while the STAFF_ MANAGEMENT _2
and STAFF_MANAGEMENT_3 user groups are granted with no access
rights. The school can customize the access rights of these 3 groups to
control access to staff information. The STAFF group only has view rights to
Staff module functions. Similarly, there are 6 FMP built-in user groups.

7. For ‘Student’ and ‘Parent’ accounts, they are only allowed to be added to the
user groups STUDENT & PARENT respectively.

8. STAFF user group can only be assigned to user account of ‘Staff type. It
cannot be assigned to user account of ‘Others’ type.

9. FMP module access rights can only granted to the SCHOOL_HEAD group
and the six built-in FMP groups.

10. Staff module access rights can only granted to the SCHOOL_HEAD group,
the STAFF group and the three built-in STAFF_MANAGEMENT groups.

Copyright © 2018. Education Bureau. The Government of the HKSAR. Page 9
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Copy User Group

[ Function Description
A user can copy a user group through the “User Group Maintenance” function.
L Pre-requisites

The source user group to copy from should already exist.

B User Procedures

1. Click [Security] = [Access Control] = [User Group] on the left menu.
2. Select the User Group by checking the box beside the Group ID column.
3. Click [Copy] button.

[S5-5EC02-05] Security > Access Control > User Group > Group Description

Eruin bzze | Access Right  Add Account to Group

Copy User Group
Copy From STAFF (Staff)
Group 1D

Group Description

Chinese Group Description

Mote:

1. Please enter Group ID and Group Description.

2. Length of Group ID; 1-20 characters.

3. Group ID can contain only the characters of a-z, A-Z, 0-9 ""or"_

Module | Function
> student
B attendance
> student Activities
B award & Punishment
> staff Deployment
> Code Management
B archive

Only authorised function
will be shown.

4. Fill in the Group ID, Group Description and Chinese Group Description
for the new group. (Group ID cannot be duplicated with any existing group)

5. Click [Save] button to create the new group.

Copyright © 2018. Education Bureau. The Government of the HKSAR. Page 10
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[ Post-effects

1. The user group created will have a set of function access rights same as that
of the original user group, less the restricted modules / functions.

2. Users in the original user group will not be copied to the newly created user
group.

A Notes

1. The access rights of the source group for every module can be viewed by
clicking the triangular icon next to the module name.

2. The access rights of the source group will be copied to the new group.
However, a user group created by copying from the built-in FMP or STAFF
user groups or the SCHOOL_HEAD group will not contain the modules of
FMP and Staff for access right setting. The reason is to confine the access
to FMP and staff functions to the corresponding built-in user groups for
tighter control on the sensitive FMP and staff data. Similarly, access rights
of functions restricted to the SCHOOL_HEAD group will not be copied.

3. The user accounts attached to the source group will not be copied. The
user has to add user accounts to the newly created group.

Delete User Group

J  Function Description

A user can delete a user group through the “User Group Maintenance”
function.

0 Pre-requisites
The user group to be deleted exists and is not a built-in group.
“B  User Procedures

Click [Security] = [Access Control] - [User Group] on the left menu.
Select the User Group by checking the box beside the Group ID column.
Click [Delete] button.

User accounts belonging to the deleted group will be shown.

P wnN PR

Copyright © 2018. Education Bureau. The Government of the HKSAR. Page 11
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B

B

B

[S-SEC02-06] Security > Access Control > User Group

Delete User Group

The following UserAccount(s) isiare found in the User Group {IT_STAFF,IT Staff User Group) you want to
delete. If you still want to delete this User Group, please click on the "Delete” button. The User Account(s) will
be first detached from the User Group and then the User Group will he deleted.

[ UserD | UserName | ChineseUser Name

master cds master Cthers

5. Click [Delete] button to confirm deletion of the group.

Post-effects

The user groups will be removed. All user accounts in the deleted user groups
will be removed from the user groups first.

Notes

All built-in user groups, e.g. STUDENT, cannot be deleted and error message
“Built-in user group cannot be deleted.” will be shown.

Access Right Maintenance

Function Description

The access rights of functions / modules for a user group can be maintained
through the “User Group Maintenance” function.

Pre-requisites
User group exists.

User Procedures

1. Click [Security] = [Access Control] = [User Group] on the left menu.
2. Select the User Group by clicking on the Group ID link.
3. Module / Function list will be displayed.

Copyright © 2018. Education Bureau. The Government of the HKSAR. Page 12
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[8-5EC02-03] Security > Access Control > User Group > Access Right

Group Desc | #oesss ifdgie | Add Account to Group

Group ID IT_Staff
Group Description IT Btaff User Group

* Please click on the link of Module to edit the access rights or click B> to display the list of access rights.

> Module | Function

P School Management
b~ student

B Attendance

& Student Activities

B Award & Punishment
P Assessment

BsLp

P Special Assessment
> staff Deployment
Bcbs

B HKAT

& Applied Learning

B HKEAA

B spa

P Student Activity Subsidies
B SFAA

B Report Management
- Data Management
> Data Query Tool

& Timetabling

P Code Management
P Security

B E_-Mail

B Archive

4. Select a module by clicking on its link to amend the specified module /

function access rights.

5. Module / function access right maintenance window will be popped-up.

[5-SEC02-04] Security > Access Control = User Group > Access Right

Maintain Function Access Rights

Group D IT_ Staff

Group Description IT Btaff User Group
Chinese Group Description

Module / Function HEAT

|F IScore Input Form
|F Fcore Maintenance
|F IScore Entry Status

\
\
|
|F |n||ocation (81) \
|
\
\
\
\

|F IScore Extraction

|F Flecurd Transfer - Export
|F P.ecord Transfer - Import
|F Record Transfer - Reset
I oo

|F Pata Communication

o o e Vi

~Top

[@Reset ][ESave][Close]

Copyright © 2018. Education Bureau. The Government of the HKSAR. Page 13
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6. Maintain the specified module / function access rights by checking on or off
the boxes.

7. Click [Save] button to update the changes.

AN Post-effects

1. The access rights are updated accordingly and will be effective upon the
affected users’ next login.

2. If a user does not have the access rights to a function, the corresponding
function will not be shown at the left menu or the corresponding tab will not
be shown in the main page.

3. If a user does not have the action access right to an action such as "Delete",
the corresponding action button i.e. "Delete” button will be dimmed. When
the dimmed button is clicked, there will be no response.

B

Notes

1. In the access right table, Symbol "X" represents that the specific right has
been granted; while symbol "-" represents that the specific right does not
exist. If the specific right has not been granted, no symbol will be displayed in
the cell of the table.

2. If any of the Add / Edit / Delete / Execute right is granted to the group, the
View right will be automatically granted. However, for some functions, the
setting of View Right is not available, e.g. the Plan New School Year function
in School Management.

3. For module specific built-in user groups, only the relevant modules are
available for setting access rights, e.g. only the CDS module is available for
CDS_ADMIN user group.

Add User Accounts to Existing User Group

[ Function Description

Users can add user accounts to an existing user group through the “User
Group Maintenance” function.

B

Pre-requisites

Only the user accounts that are not yet members of the target user group can be
added to that user group.

B User Procedures

1. Click [Security] = [Access Control] > [User Group] on the left menu.
2. Select a User Group by clicking on the Group ID link.
3. Click Add Account to Group tab.

Copyright © 2018. Education Bureau. The Government of the HKSAR. Page 14
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[5-5EC02-07] Security > Access Control > User Group > Add Account to Group

Group Desc | Access Right [ Gilel 222000 v Broi o

Group ID IT 3taff
Group Description IT Staff Tzer Group
Select User Type @ Staff O Others

The following accounts have been added to the above group:

(W] bserm | usertame | Coineseuserame] useryoe

|N|:| record.
7 Delete <] Back

Note:

1. When "Student” and "Parent” accounts are created, STUDENT group and PARENT group are respectively attached to
them automatically.

2. Any other user groups cannot be attached to "Student” and "Parent” accounts.

4. Select User Type as either “Staff’ or “Others”.

5. Click [Add] button to view the list of users belonging to the selected user
type and are not members of the group.

[S-5EC02-08] Security > Access Control > User Group = Add Account to Group

Add User Account to User Group

Group ID IT Staff

Group Description IT Btaff Umr Group

"M] Umb. | tem|ctieosoUso Name Usetue
| r ||:yrusadmin |cvrusadmin | |Staff

| r |maIE\,run |h.|1A LE LN | |Staff

| r |ruthstaff |Ruth Staff | |Staff

| - |stafﬂ0gin |Dem0|| Login | |Staff

| - |lumrtest ITnn\,rTest | |Staff

6. Check the box on the left of the list of user accounts to be added to the group.
7. Click [Save] button at the bottom of the list.

L  Post-effects

User accounts will be added to the user group. The access rights of that group
will be passed to the member users. The change will take effect at the next login.

B

Notes

1. Student and Parent user accounts cannot be attached to any other groups
besides their own corresponding built-in groups STUDENT and PARENT.
The two groups are attached automatically during creation of these two types
of user accounts. Therefore adding of these two types of accounts to user
group is not available.

Copyright © 2018. Education Bureau. The Government of the HKSAR. Page 15
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2. The built-in user accounts ‘sysadmin’ & ‘asysadmin’ cannot be added to any
user groups.

Remove User Accounts from Existing User Group

[ Function Description
User can remove user accounts from the existing user group through the “User
Group Maintenance” function.

[ Pre-requisites

User accounts that have already been added to a user group can be removed
from the user group.

“B  User Procedures

1. Click [Security] = [Access Control] = [User Group] on the left menu.
2. Select a User Group by clicking on the Group ID link.
3. Click Add A/C to Group tab.

[S-SEC02-07] Security > Access Control > User Group > Add Account to Group

Group Desc  Access Right [ el ==l v Broin

Group ID IT 3taff
Group Description IT 3taff Tser Group
Select User Type @ Staff O Others

The following accounts have been added to the above group:

] s e e ame " Chinoo sortame] UsorTp|
| [l Iﬂathan rdathan | Ftaff
| B WCSHMS FTHFFDDEZ | Ftaff
| [l Fest?248 Ihong kong | Ftaff
| B |testnineeight |testnineeight | Ftaff

Note:

1. When "Student” and "Parent” accounts are created, STUDENT group and PARENT group are respectively attached to
them automatically.

2. Any other user groups cannot be attached to "Student™ and "Parent” accounts.

4. Select the user accounts to be deleted by checking the box beside the User
ID link.

5. Click [Delete] button.

L  Post-effects
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User accounts will be removed from the user group. The access rights of that
group are not applicable to the user accounts anymore. The change will take
effect at the user’s next login.

B

Notes

The built-in user account ‘sysadmin’ belongs to the SYSTEM_ADMIN group but
it cannot be removed from the group.

Copyright © 2018. Education Bureau. The Government of the HKSAR. Page 17
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2.1.2 Special Team Maintenance

Assessment score entry is only available to Subject Teacher, Class Teacher or
members of the Score Capture Team. Score Capture Team can enter the scores
of all subjects for all classes. Subject Teacher can enter the scores of the
subject that he / she teaches. Class Teacher can enter the scores of all subjects
for his / her class.

Access to Student Information can only be granted to members of the Student
Data Access Control Team, School Head group, WebSAMS System
Administrator group, Clerk group and Class Teacher. Class Teacher can access
the personal information of students belonging to his / her class. Student Data
Access Control Team, School Head group, WebSAMS System Administrator
group and Clerk group can access the personal information of all students.

The function “Special Team Maintenance” allows adding / removing user
accounts to / from the two special user groups “Score Capture Team”
and "Student Data Access Control Team”, and allows granting / revoking of
access rights of assessment score entry and student data maintenance to / from
the pre-defined types of users or user groups.

Add User Accounts to Score Capture Team

X Function Description
User can add user accounts to the Score Capture Team through the “Special
Team Maintenance” function.

LA Pre-requisites

1. The user account is not a member of this group.

2. Only user accounts of “Staff” and “Others” type can be added to this group.

B User Procedures

1. Click [Security] = [Access Control] - [Special Team] on the left menu.
[5-SEC11-01] Security > Access Control > Special Team >

S=i-z Fziil-=f=zir  Capture Score Option Student Data Access Control Team  Student Data Access Control Option

SLP Data Capture Teann Capture SLP Data Opton

<Bottom

@] Usern | Cuushusortame | chnesousortiame] seryoe |
& eec_wd_sen_tcherl Chan tal man fea =T Staff
[] [sec_wd_sen_tcher2 Chan tal man FExsT Btaff
El =ec_wi_sen_tcherl Chan tal man [ Btaff
[ Epa_teacher EFh Teacher ESiE0] Btaff
[ =taff710 wTAFF SEVEM ONE ZERD Rt —F staff
& staff_two STAFF TWO SR _— Staff
] [tafftest BTAFF NINE R, Btaff
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2. Alist of user accounts who are group members is shown; click [Add] button
to add new members to the group.

[S-SEC11-02] Security > Access Control = Special Team > Score Capture Team

Add User Account to Score Capture Team

Page | 1 of 2 #Bottom
me
EEEEEE] Aaaaaa Others
’FIabcdef Iabcdef I IOthers
’F|abcdefg |abcdefg | |Others
’Flabcdefgh |abcdefgh | |Others
’Flcarlawang |carlawang | |Others
’Flcdschan |CDS CHAN | |01hers
’F|cdskwsuu |cdskwsuu | |Others
’Flcdsthumas |cdsthumas | |Others
’F|cdsthumasn1 |cdsthc|mas | |Others
’_|chunnmeng |ch00nmeng | |Others
’_|cvrusadm|n |cyrusadmin | |Staff
’_denn\;wuu Denny Others
’Fenuchng Enoch Mg Others
’Frmp_userm |fmp_userlj1 | |Others
’Ffmp_usertlz frmp_userd2 Others
’Ffmpadmin fmp Others
= T [

3. Check the check box(es) to select user account(s) to be added as group
members.

4. Click [Save] button.

N Post-effects

User accounts will be added to the special group of Score Capture Team.

A Notes

Members of the Score Capture Team are able to enter scores for all subjects of
all classes of the current school year or even past school years if the option of
“by Score Capture Team” has been checked in the Capture Score Option page.

Delete User Accounts from Score Capture Team

[ Function Description

User can remove user accounts from the Score Capture Team through the
“Special Team Maintenance” function.

B

Pre-requisites

The user account is a member of this group.
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B User Procedures

1. Click [Security] = [Access Control] - [Special Team] on the left menu.

[5-SEC11-01] Security > Access Control > Special Team > Score Capture Team

Szzmz kzirilez Tzziy | Capture Score Option  Student Data Access Control Team  Student Data Access Control Option

SLP Data Capture Teamn Capture SLP Data Option

+Bottom
] ol csseane e userione ] isecige ]
RS _wd_sen_tcherl Chan tai man Btaff
El =ec_wi_sen_tcher? Chan tal man e Staff
] [pec_wd_sen_tcher3 Fhan tal man | Btaff
[ =pa_teacher sPA Teacher E-3ailil Btaff
Bl =taff710 STAFF ZEVEN OWE ZERO ERC—F Btaff
[] [ptaff_tuwo ETAFF TID B Etaff
El stafftest STAFF NIME =T Btaff
—Top

2. A list of user accounts is shown. Check the check box(es) to select user
account(s) to be deleted.

3. Click [Delete] button.

[N Post-effects

User accounts will be removed from the special user group of Score Capture

Team.
L  Notes
N/A

Capture Score Option

Ld  Function Description

User can select entry of scores by Subject teacher, by Class Teacher, or by
Score Capture Team through the “Special Team Maintenance” function.

[L]  Pre-requisites
N/A
L) User Procedures
1. Click [Security] = [Access Control] - [Special Team] on the left menu.

2. Click Capture Score Option tab.

3. Check the check box(es) to grant the score entry rights to the groups.
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[5-5EC11-03] Security > Access Control > Special Team > Capture Score Option

Score Capture Team | Bopibr= Seors Uoidor | Student Data Access Control Team  Student Data Access Control Option
SLP Data Caplure Teamm Capture SLP Data Oplion

Capture Score Option
[l by Class Teacher

[l by Bcore Capture Team
by Bubject Teacher

Note:
Only Score Capture Team can capture the results of past years.

4. Click [Save] button.

[ Post-effects
If an option has been checked, members of the selected user groups or user
types can enter assessment scores.
[ Notes
1. Capture Score Option is used to control which kinds of users (subject
teacher, class teacher, or Score Capture Team) have the rights to enter
assessment scores.
2. Data Access Control
e Score Capture Team can enter the scores of all subjects for all classes.
e Subject Teacher can enter the scores of the subject that he / she teaches.
e Class Teacher can enter the scores of all subjects for his / her class only.
Add User Accounts to Student Data Access Control Team
Ld  Function Description

User can add user accounts to the Student Data Access Control Team through
the “Special Team Maintenance” function.

[L]  Pre-requisites

1. The user account is not a member of the group.
2. Only user accounts of “Staff” and “Others” type can be added to this group.

B User Procedures

1. Click [Security] = [Access Control] & [Special Team] on the left menu.

2. Click Student Data Access Control Team tab.
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[S-SEC11-04] Security > Access Control > Special Team > Student Data Access Control Team

Score Capture Team Capture Score Option | Siurlape Beifs firrass Bonien) Tz | Student Data Access Control Option

SLP Data Capture Team Capture SLP Data Option

W] e | Engisn Usr ame Chinese Usertiame
FIKEP..".P.L FKE.".P. AL Tzer Fthers

studenttest studenttest Others
D myzadmin watem Adminiztrator TinEEe =ysadmin
teacheria TAFF FIVE THREE ZERO =55 taff

3. Click [Add] button.

[S-SEC11-05] Security > Access Control > Special Team > Student Data Access Control Team

Add User Account to Student Data Access Contrel Team

M Page|l ™| of2 M +Bottom

I T S [T ey
’Faaaaaa EEEEEE] Others
’F|abcdef |abcdef | |Others
’F|abcdefg |abcdefg | |Others
’F|abcdefgh |abcdefgh | |Others
’F|carlawang |carlawang | |Others
’F|cdschan (CDS CHAN | [Others
cdskwson cdskwsoo Others
’F
chsthnmas cdsthomas Others
’F|cdsthnmastl1 |cd51homas | |Others
’F|choonmeng |chnc|nmeng | |Others
’F|cvrusadmin |cvrusadmin | |Staﬁ
dennywoo Denny Others
=] | | |

4. Check the check box(es) to select user account(s) to add to the group.
5. Click [Save] button.

L  Post-effects
User accounts will be added to the special group of Student Data Access Control
Team.

[ Notes

Members of the Student Data Access Control Team will have full rights to
maintain student data if the option of “by Student Data Access Control Team”
has been checked in the Student Data Access Control Option page.

Delete Users Accounts from Student Data Access Control Team

[ Function Description
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User can remove user accounts from the Student Data Access Control Team
through the “Special Team Maintenance” function.

L Pre-requisites
The user is a member of this group.

“B  User Procedures
1. Click [Security] = [Access Control] - [Special Team] on the left menu.
2. Click Student Data Access Control Team tab.

[S-SEC11-04] Security > Access Control > Special Team > Student Data Access Control Team

Score Capture Team Capture Score Option | Sielapf s fieeass Bopjics | Tozpn | Student Data Access Control Option

SLP Data Capture Teamn Capture S5LP Data Opton

O Eosan Usorhams Gineso U verme]_User e |
ser thers
[ HEEABAL HEE&AS 8L T Oth
student test studenttest thers
O . . Oth
[ [vsadnin Bysten Administrator FRETEES evsadmin
[ teacher b STAFF FIVE THREE ZERD ERNO=F Staff

3. Alist of user accounts is shown. Check the check box(es) to select the user
account(s) to remove.

4. Click [Delete] button.

L Post-effects
User accounts will be removed from the special user group of Student Data
Access Control Team.

Ld  Notes
N/A
Student Data Access Control Option

L Function Description
User can select which of the pre-defined user groups or user types to have the
rights to maintain student data through the “Special Team Maintenance”
function.

L Pre-requisites

N/A

B User Procedures
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Click [Security] = [Access Control] > [Special Team] on the left menu.
Click Student Data Access Control Option tab.

Check the check box(es) to set which user groups or user types to have the
rights to maintain student data.

[S-SEC11-06] Security » Access Control > Special Team > Student Data Access Control Option

Score Capture Team Capture Score Option Student Data Access Control Team | Saiir[sinis Leiesy feecigs Bappene] D))
SLP Data Capture Team Capture SLP Data Opton

Student Data Access Control Option
by Class Teacher

by Clerk

by School Head

by Etudent Data dccess Control Team
by WebBAMS Svstem Administrator

Note:

Clerk™, "School Head™ and "Web5AMS Systemn Administrator” are User Group.

4. Click [Save] button.

[  Post-effects
Only members of those selected user groups or user types have the rights to
maintain student data.

[ Notes

1. Class Teacher can access the student data of his / her class only.

2. If the Student Data Access Control Team has been checked, members of
this special user group will have the full rights to maintain all student data.
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2.1.3 User Account Maintenance

A user can add, modify and delete a user account by the following functions:

e Create Individual Account — create a user account for “Staff’, “Student”,
“Parent” or “Others” user type by entering the details manually.

e Create Student / Parent Account — create student / parent accounts by
batch.

e Search a User Account for deletion and modification.

Modify User Account Information

Ld  Function Description
A user can modify the information of a user account through the “User Account
Maintenance” function.

Ld  Pre-requisites

The user account exists.

B User Procedures

1. Click [Security] = [Access Control] & [User Account] on the left menu.
2. Fillin the search criteria. Click [Search] button.

[5-SEC04-01] Security > Access Control > User Account > Search User Account

fizain Lzz- 2zznlnz Create Individual Account  Create Student/ Parent Account

User Type @ Staff Others O Student/Parent O A1l
School Level / Session (* For data access control for Staff and Others accounts)
School Level Secondary School Session Whole Dy

User ID (* For login use)
User Code

* "Staff Code™ for "Staff” User Type, "Student Registration No.” for "Student / Parent” User Type
and Mot Applicable for "Others” User Type

User Name (English or Chinese)

User Group IT Staff Uzer Group -
Account Status @ 411 O dctive O Expired
% Search @ Reset
User ID link
(@] serid | v Usertims | Chines vor e | User o | Use T | cos]

’E‘nathan |Nathan |2nnu ‘s taff ‘

’E‘chsnms |W ‘ |9442 ‘Staff ‘
’E‘Test?&lﬁ A/ang kang ‘ |HK ‘Staff }

’E‘testnineeight |testnineeight ‘ |."'.98 ‘Staff

[ Reset Passwaord ][ }"_Deleie]

Note:
Pazswords of the uzer accounts are rezet and generated by system. Pleaze refer to the report for details. The report
generated will be filed to Report Management = Repository.
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3. Click on the User ID link for the user account information to be modified.

Latest Login Time: 12/11/2010 15:19

School Level/Session (* For data access control for Staff and Others accounts only)

School Level 411 A School Session all -
User Type = Btaff Student Parent g Others
User Code

* "Staff Code” for "Staff” User Type, "Student Registration Mo.” for "Student / Parent” User Type
and Mot Applicable for "Others”™ User Type

User ID (* For login use) 123cds
Password LEREEE
Enter New Password

Re-enter New Password

Password Expiry
Fassword Expiry Date

@ Never Explre

(DDIMMAYYY )
English User Name Testing Acc
Chinese User Name
Legin Language Chinese «

User Account Access Time

*Actual access time is also subject to "System Access Time” setting.

Monday - Baturday @ 06 » - 00 v 75 23 » - 00 = © 24 Hours
S %7 ® 06 v . 00 v 1o 18 » . 00 v @ 24 Hours
Account Expiry

docount Explry Date
(DDMMAYYYY)

® Never Explre O

User Group Attached
[l svsTEM_ADMIN
[ Attach Group ][ Detach Group |

Internet Access Time Profile

Attached [] STAFF_OR_OTHERS
[ Attach Profile |[ Detach Profile |

[Rgset ][ [] save ][ QBack]

4. Edit the user account information as required. For details of the user account
information, refer to the section “Create Individual Account”.

5. The password of the user account can be changed by entering the new
password twice. The next time the user account login, the new password has
to be used.

6. To attach user groups to the account,
i. Click [Attach Group] button.

ii. Check the box(es) to select the group(s) to be attached in the pop-up
screen.
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[S-SEC03-03] Security > User Account > Create Individual Account

Attach User Group

~Bottom
n Group Description
[ [evsTEM_A0MIN [wensSams System Administator | Builtin
[~ |SCHOOL_HEAD School Head Built-in
[ |ALLOCATION_GROUP Allocation Group Built-in
[ |AMP_ADNMIM Aweard and Punishment Team Built-in
[ |CDS_ADMIN CDE Administrator Built-in
[~ [CLERK Clerk Built-in
[ |Dh_ADKMIN Data Management Administrator Built-in
[~ |DM_USER Data Management User Built-in
[ |FMP_ACCT_CLERK FMP Accounts Clerk Built-in
[ |FMP_ADMIN FMP Administrator Built-in
[~ [FMP_PETTYCASH_CLERK FMP Petty Cash Clerk Built-in
[ FMP_USER1 FMP USER 1 Built-in
[~ [FMP_USERZ FMP USER 2 Built-in
[~ |FMF_USERZ FMP USER 3 Built-in
[ |HKEA HEEA Built-in
[ NAA_ADMIN BAS Administrator Built-in
[~ |PARENT Parent Built-in
[~ |[REPORT_ADMIN Repart Management Administrator Built-in
[~ |SENIOR_TEACHER Senior Teacher Built-in
[ [STAFF Staff Built-in
[ |STAFF_MANAGEMENT Staff mManagement Built-in
[~ |STUDENT Student Built-in
[~ |STUDENT_HELPERS Student Helpers Built-in

7. To detach user groups from the user account,
i. Check the box(es) adjacent to the group(s) to be detached.
ii. Click [Detach Group] button to detach group(s).

8. To attach Internet Access Time Profiles to the account,

i. Click [Attach Profile] button.

ii. Check the box(es) to select the profile(s) to be attached in the pop-up
screen.

9. To detach Internet Access Time Profiles from the user account,
i. Check the box(es) adjacent to the profile(s) to be detached.
ii. Click [Detach Profile] button to detach profile(s).

10. Click [Save] button to save the changes.

[ Post-effects
Changes will be effective upon the affected user’s next login. Expired accounts
will not be able to login again.

X Notes

1. Staff / Others Accounts will be listed if “Staff / Others Accounts” option is
checked in the Search Criteria.
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2. Student / Parent Accounts will be listed if “Student / Parent Accounts” option
is checked in the Search Criteria.

3. For Student / Parent account, School Year option will be provided. And once
IYP is started, next school year option will be provided in field “School Year”.

4. The two built-in accounts ‘sysadmin’ and ‘asysadmin’ cannot be searched
out; and hence the information of these accounts cannot be modified.

User ID cannot be changed.

The user account type cannot be changed; except that ‘Others’ type account
can be changed to ‘Staff’ type account.

7. Only STUDENT user group is attached to a student account and the group
cannot be detached from the account as the “Detach Group” button is
disabled. Similarly, only PARENT user group is attached to a parent account
and the group also cannot be detached.

8. The two special teams (Score Capture Team and Student Data Access
Control Team) cannot be attached to the user accounts through this function.
However, they can be detached here.

9. The existing user password will be displayed as "*******' and thus even the
system administrator cannot read the existing user password.

10. If the password is going to expire within 14 days, user will be warned after
login.

11. The function access rights of individual user account are based on the user
group(s) attached.

Delete User Account

B

Function Description

User can delete a user account through the “User Account Maintenance”
function.

[ Pre-requisites
The user account exists.

B User Procedures

1. Click [Security] = [Access Control] & [User Account] on the left menu.

2. Enter the search criteria. Click [Search] button to list the corresponding
accounts.
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B

B

A

[S-SEC04-01] Security » Access Control > User Account > Search User Account

Sanemrllois el 0 Create Individual Account  Create Student/Parent Account

User Type © graffiothers O Student/Parvent O all

School Level | Session (* For data access control for Staff and Others accounts)

School Level a1l v School Session a1l -
User ID (* Forlogin use) tests

User Code

* "Staff Code” for "Staff” User Type, "Student Registration No.” for "Student / Parent” User Type
and Mot Applicable for "Others” User Type

User Name (English or Chinese)

User Group -

Account it © 411 Oactive OExpired

I ST g e PyeeT T [P
[ |testsams  |TEST STAFF 47 2 B Staff

B testslp testuser Others

[ Reset Password ][ /’De!eh]

3. Check the check box(es) to select the user account(s) to be deleted.

Click [Delete] button.Post-effects

Deletion will take effect immediately and the user account, if currently logging in,
will be logged out from the system at once.

Notes

1. The two built-in accounts ‘sysadmin’ and ‘asysadmin’ cannot be searched
out; and hence cannot be deleted from the system.

2. When a user is deleted, the relevant group memberships are also removed
from the system.

3. For Student / Parent account, School Year option will be provided. And once
IYP is started, next school year option will be provided in field “School Year”.

Reset Password

Function Description

User can reset a user account(s) password through the “User Account
Maintenance” function.

Pre-requisites
The user account exists.
User Procedures

1. Click [Security] = [Access Control] = [User Account] on the left menu.
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2. Enter the search criteria. Click [Search] button to list the corresponding
accounts

3. Check the check box(es) to select the user account(s) to be reset password.

4. Click [Reset Password] button.

L Post-effects
1. The selected user account(s) password will be reset. The new passwords
are generated by system.
2. Areport will be generated and it is in PDF format.
3. The report “Reset Password Report (R-SEC012-E)” generated will be filed to
[Report Management] > [Repository]
[J  Notes

1. There is no limitation on the frequency for password reset.

2. If no user account exists under the specific options, “No record” will be
shown.

3. After password reset, it is not necessary for user to change the password
during the first login.

Create Individual Account

[ Function Description

User can create a new user account through the “User Account Maintenance”
function.

B

Pre-requisites

1. The Staff, Student or Guardian information for the corresponding user type
must be present before creation of a user account of any one of these three

types.

2. For Student or Parent account, the student must be an active student
currently or newly admit student in next school year with schooling record;
and the parent must be the guardian of an active student currently or newly
admit student in next school year with schooling record.

3. For Staff account, the staff be an active staff currently (not departed) or
having future employment record.

4. Only one user account can been created for the same student, parent or staff.
However, if a parent has more than one child in the same school, he / she
can have one parent account for each child.

B User Procedures
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1. Click [Security] = [Access Control] & [User Account] on the left menu.
2. Click Create Individual A/C tab.
3. Fill in the details of the account to be created.

[5-SEC03-01] Security > Access Control » User Account > Create Individual Account

Search User Account | Eruuio Giefiuldanl io=o s Create Student/Parent Account

School Level/Session (* For data access control for Staff and Others accounts only)

School Level  4ll - School Session  All -
User Type = 2taff - Student -~ Parent g Others

User Code | @, Ge To Search |

* "Staff Code” for "Staff” User Type, “Student Registration No.” for "Student/ Parent” UsEType
and Mot Applicable for "Others™ User Type
User ID {* For login use)

Password
Password Expiry
D Never Expire O B 1T PRt 21/ 102011 [ 4
English User Name
Chinese User Name
Login Language Chinese -

User Account Access Time
*Actual access time is also subject to "System Access Time™ setting.

Monday - Zaturday @ 06+ . 00 v 7, 23 v . 00 O 24 Hours
Sunday G 05 - . on - To 12 - . on - : 24 Hours
Account Expiry
=y - @ #ccount Explry Date T
Never Explre ~ (DDIMMYYYY) L
User Group Attached

[ Attach Group ][ Detach Group ]

Internet Access Time Profile

Attached [T $TAFF_OF_OTHERS
[ Attach profile |[ Detach Profile |

4. For Staff / Student / Parent account, click [Go to Search] button to search
for a user code from the existing staff / student / guardian records.

5. Search for a staff / student / parent user and select the user code of the user.
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[S-5ECO03-02] Security > Access Control > User Account > Search
Search User Code
User Name CAMDIDATE School Year Current Year(2013) s
School Level 811 [ School Session 811 [
Class Level #11 W Class Name Al1 W
HKID No | |
[E Search ][ @ Resat ] Close ]
* Only the users with no User Accounts are listed.
[T SchoolYear | UserCode | English User Name . |
6 2013 R [CENOTDETE Mame Aa EREG
0 201 B4EnTIT ENOTTETE Mame Bh ot
6. Click [Add] button. The user code as well as the user’s English and Chinese
names will be entered automatically.
7. The system will go back to Create Individual Account page. To attach a
user group to the user account, click [Attach Group] button.
8. Check the box to select the user group(s) to be attached.

[S-SEC03-03] Security > User Account > Create Individual Account

Attach User Group

~Bottom
W cown
[~ [SYSTEM_ADMIN WabSAMSE System Administrator Built-in
[ |SCHOGL_HEAD School Head Built-in
[ [ALLOCATION_GROUF Allocation Group Built-in
[~ [AMP_ADMIN Awvard and Punishment Team Built-in
[~ [CDS_ADMIN CDE Administrator Built-in
[~ [CLERK Clerk Built-in
[~ (DM_ADMIN Data Management Administrator Built-in
[~ [DM_USER Data Management Lser Built-in
[~ [FMP_ACCT_CLERK FiP Accounts Clerk Built-in
[ [FMP_ADMIN FMP Adrministrator Built-in
[~ [FMP_PETTYCASH_CLERK FMP Petty Cash Clerk Built-in
[ [FMP_USER1 FmP LSER 1 Built-in
[~ [FMFP_USERZ FMP LISER 2 Built-in
[~ [FMP_USER3 FmP USER 3 Built-in
[~ [HEEA HEEA Built-in
[ |MAA_ADIMIMN BAS Administrator Built-in
[~ [FARENT Farent Built-in
[~ |[REPORT_ADMIN Report Management Administratar Built-in
[ |SEMICR_TEACHER Senior Teacher Built-in

9. Click [Select] button to attach the group(s) and the system will go back to
Create Individual Account page.

10. To detach any attached user group(s), check the box next to the group name
to select the group(s) to be detached.
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11. Click [Detach Group] button to detach the group(s).
12. Click [Save] button to create the user account.

AN Post-effects

1. A newly created user account will be able to login WebSAMS, but will have
no rights to use the functions until he / she is attached to at least one User
Group with function access rights.

2. When a student departs the school, the corresponding student and parent
accounts will expire immediately. However, when a student is graduated, the
account will expire after the last day of the school year, i.e. expire on 01
September.

3. When the employment of a staff is terminated, the staff account will expire
immediately.

4. Data Access Control on the student / parent / staff account is facilitated by
the user code of the account.

e A student account can access only his / her own data.
e A parent account can access only his / her child's data.

e A staff account added to the STAFF group can access only his / her own
personal particulars.

[N Notes

1. Account Details: (Fields in red are mandatory)
e School Level / Session for ‘Staff and ‘Others’ accounts

a. School Level / Session is used to handle data access control in some
modules for these two types of accounts. For example, if AM session
is selected for a school with both AM and PM sessions, the user
account can only access the staff data of the AM session.

e User ID / User Code

a. User Code is used for data access control on an account. Student
accounts are linked to valid students, Parent accounts to valid
students & guardians and Staff account to valid staff.

b. The User ID and User Code of a Student account is the Student
Registration Number.

c. The User ID of a Parent account is “G_” + Student Registration
Number of his / her child and the User Code is the Student
Registration Number of his / her child.

d. The User Code of a Staff account is the Staff Code.
e Password
a. The password is case-sensitive.

b. For a newly created account, the user has to change the password
upon the first login.

c. The password is encrypted before being stored in the database. This
protects the system from leakage of passwords even if hackers get
access to the database. If the user account records are extracted
from the database, passwords will be displayed in encrypted form as
follows:

Copyright © 2018. Education Bureau. The Government of the HKSAR. Page 33
All Rights Reserved.



WebSAMS
User Manual

Version 1.7

=18l x|

e« lul»]

,@_wehsams_ﬁl]l]ﬁ {wsadmin) on webhsams_9006

SQL Statements
SELECT # FROM “wsadmin”. “TE_SEC_USER"

» | = |

Messages
Plan: TH_SEC_USER (seq)
Execution time: 0.015 seconds

SUID USER_ID PASSWORD USER_CODE USEHiNAMEICHLUSEﬂiNAME LANGUAGE | WKDAY_LOGIN_!
0,086 |asysadmin HOTFoSYaT+gvD2z3ymhuG== | Staff asysadmin  |asysadmin [5] 2002-10-28 nn-ngﬁl
0,686 | pri_all_clerki HO3MOT gnZdvdgyfeulLPmQ== |STFO07 Chan tal man A2 [ 20072-12-20 00:0
0,086 | sysadmin HOTFoSYaT+gvD2z3ymhluG== | Staff sysadmin | sysadmin E 2002-10-28 00:00
0,086 | pri_all_clerk? HO3MOT gnZdvdgyfeulLPmQ== |STFO07 Chan tal man A2 [ 2002-12-20 0000
0,086 | pri_all_clerks HO3MOT gnZdvdgyfeulLPmQ== |STFO07 Chan tal man A2 [ 2002-12-20 0000
09,686 |pri_all_principal | #03M01 gnZdvdgyfeulLPmQ== |STFO07 Chan tal man A2 [ 2002-12-20 0000
9,896 | pri_all_sen_tcher! [X03MC1 gnZdydgyfeulLPmG== |STFO02 Chantai man |Fij{1‘t [ 2002-12-20 00:00
9,896 | pri_all_sen_tcher? [X03MC1 gnZdydgyfeulLPmG== |STFO02 Chantai man |Fij{1‘t [ 2002-12-20 00:00
9,896 | pri_all_sen_tcher3 [X03MC1 gnZdydgyfeulLPmG== |STFO02 Chantai man |Fij{1‘t [ 2002-12-20 00:00
9,896 | pri_all_sys_admin [#03MC1 gnZdydgyfeulLPmG== |STFO02 Chantai man |Fij{1‘t [ 2002-12-20 00:00
9,996 |pri_all_teacher! H03MO1 gnZdYdgyfeulLPmG== |STFO02 Chantai man |F§j{ﬁ [ 2002-12-20 00:00
9,996 |pri_all_teacher?  [H03MCH gnZdydayfeullPmG== |STFO02 Chantai man |F§j{ﬁ [ 2002-12-20 00:00
9,996 |pri_all_teacherd  [H03MCH gnZdydayfeullPmG== |STFO02 Chantai man |F§j{ﬁ [ 2002-12-20 00:00
a 86k nri all code ard (than tai man [BE+r B

I el Nakl nn7rin'ImrFDHII Prmii== |STFA0?
Al

NN7-17-710 nninlll
3

Line 1 Column 38

Password Expiry

a.

Password Expiry Date: Password will expire on the date stated in the
field “Password Expiry Date”. The “Password Expiry Date” is entered
automatically by the system, based on the “Password Expiry Period”
set in the System Configuration function. If the password has expired,
the system will not allow the user to login. There will be warnings to
the user starting from 14 days before the expiry of the password.

Never Expire: Password will never expire. If the “Password Expiry

Period” set in the System Configuration function is 0, the radio button
of “Never Expire” will be selected automatically.

Login Language

a.

The default login language (Chinese / English) used each time the
user logins.

User Account Access Times

a.

b.

Upon login, the system will first check the System Access Time in
System Configuration and then the User Account Access Time.

Login is allowed only when the user logins within the overlapping
period of the System Access Time and the User Account Access
Time.

Login permission of 24 hours a day can be set by clicking the “24
Hours” button.

Account Expiry
a. A user account cannot login on or after the account expiry date.
b. Account can be set to “Never Expire”.

2. User Groups

STUDENT and PARENT user groups will be attached automatically to

the Student and Parent accounts respectively and cannot be detached.

Copyright © 2018. Education Bureau. The Government of the HKSAR.
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o STAFF user group will be automatically attached to Staff user accounts.
However, STAFF group can be detached from a staff account.

e The two special teams cannot be attached to a user account by this
function.
3. Search User Code
e Once IYP is started, next school year option will be provided in field
“School Year”

o For Student / Parent type, when “All” option is selected in field “School
Year”, if student has schooling record in both current or next school year,
only current year record will be displayed.

Create Student / Parent Account

[ Function Description

User can create Student / Parent accounts by batch for the whole school or by
school year, school level, session, class level or individual class through the
“User Account Maintenance” function.

[ Pre-requisites

The school information has been properly set up with the correct class
information. Students and parents are present.

B User Procedures

Click [Security] = [Access Control] = [User Account] on the left menu.
Click Create Student / Parent A/C tab.
Select Account Type (Student / Parent) to be created.

Hp w NP

Select School Year, School Level, School Session, Class Level and
Class Code for creating the target accounts.

Select Account Password Option.
Select Login Language Option.
Select Report Option.

Copyright © 2018. Education Bureau. The Government of the HKSAR. Page 35
All Rights Reserved.



WebSAMS

User Manual Version 1.7
[5-S5EC03-04] Security > Access Control > User Account > Create Etudent/Parent Account
Search User Account Create Individual Account | Erociis Seieopied Weipnye 2im =]l
* gtudent O Parent
School Year 2007
School Level 11 - School Session 11 -
Class Level A1 - Class Name A1 -
Account Password Option
¥ lzer 1D " HEID Mo " Tel Mo & Bystem Generation
Login Language Option
Login Language |Chinese "I
Report Option
Report Format FIF =
View Report % ez ™ 1
[ Generate AIC ][ @ Reset ]
8. Click [Generate A/C] button.

[ Post-effects

User accounts are created and can be used to login the system. The STUDENT
and PARENT user group will be attached to the Student and Parent user
accounts respectively.

[nn Notes

Once IYP is started, next school year option will be provided in field “School
Year’.

Only the guardian of a student can have a Parent user account and each
student only has one guardian.

The password will be generated by the system according to the selected
Password Option. There are four Account Password Options:

e UserID:

a. The password for a Student account will be the same as the User ID,
i.e. the Student Registration Number.

b. The password for a Parent account will be the same as the User ID,
i.e. “G_" + Student Registration Number.

c. If a parent has two or more children at the same school, different
accounts will be created for the parent for different student
registration codes.

Tel No:

a. The password will be the telephone number of the student for a
Student account and the telephone number of the guardian for a
Parent account.

HKID:

a. The password will be the HKID number of the student for a Student
account and the HKID number of the guardian for a Parent account.

System Generated
a. The password will be the generated by the system randomly.
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4.

If Tel No or ‘HKID' is selected as the Password option and the
corresponding information is not available, ‘User ID’ will be used as the
password instead.

No user account will be generated when there is no student / parent in the
class or all the user accounts of the class have already been created.

If a new student has been admitted to a class already with student / parent
accounts, only the student / parent account of this student will be created.
Create Individual Account can also be used to create user account for this
student and his / her parent.

The student / parent account will automatically expire when the student
departs or graduates.

When “All” option is selected in field “School Year”, if student has schooling
record in both current or next school year, only current year record will be
displayed.

A report in PDF or Excel format containing the account information will be
generated and stored in the Report Repository. This report will list the School
Year, School Level, School Session, Class Name, User ID, Class No.,
English Name, Chinese Name and the Password Option of the user
accounts generated.
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2.1.4 Location Access Control Maintenance

[ Function Description
This function allows the school to set the accessibility of functions outside the
SAMS LAN Segment, i.e. from ITED LAN Segment or Internet. The following
diagram illustrates this concept:
SIS Pabiic ketwarf]
May Not Be
lUser A~ Accessible
L Pre-requisites e.g. Home
N/A.

B User Procedures

1. Click [Security] = [Access Control] > [Loc Access Ctrl] on the left menu.

2. Click on the triangular icon to the right of the module name to expand the
location access right table to show the function access rights outside the
SAMS LAN Segment.

3. Click on the module link to edit the corresponding function access rights
outside the SAMS LAN Segment.
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[S-SECO7-01] Security = Access Control > Location Access Control

Maintenance of Function Access Control Outside SAMS LAN Segment (e.g. ITED LAN or Internet)

n Module/Function

> School Management
I Student

B attendance

I Student Activities

> Award & Punishment
> Assessment

> Special Assessment
I Staff Deployment

P Stafft

> cps

B HKAT

& HKEAR,

& FMp

B spa

> Report Management
B pata Management

I Timetabling

I* Code Management
> Security

& E-Mail

> Customization

* Click the link of & Module for maintaining Function Access Right.

4. Check the box(es) to grant function access rights outside the SAMS LAN

Segment.

[S-SEC07-02] Security > Access Control > Location Access Control

Maintain Function Access Rights Outside SAMS LAN Segment

ModuleFunction  Attendance

Bottom

“
|

|— Fetup Attendance Parameters | |7 | | |

|— Fetup Special Attendance Taking Day | [ | | ~ | [~ |

|F rJIaintenance - By Class | [ | [ | | |

|F rJIaintenance - By Student | ~ | [ | | |

|F rJIaintenance - By Batch | [ | | | | [

|F Fuspemed Dropout - Notifying Parent | Guardian | [ | | | | W~

|F Isuspected Dropout - Maintain Suspected Dropout | = | | | | [~

|F Isuspected Dropout - Return of Suspected Dropout | = | ~ | | | ~

IF ansulidaﬁun | Il | | | | I

| Fruiry [ = | | | |

[ eport L = | | | | F

_Top
[ Reset | [ [ save | [ B close |
5. Click [Save] button.
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[ Post-effects

Changes to location access rights will take effect when users login WebSAMS
the next time.

B

Notes

1. There are two master settings in the ‘System Configuration’ function to
control access from ITED LAN Segment and from the Internet. If the master
settings are turned off, even though location access rights have been
granted, login is not allowed outside the SAMS LAN Segment.

2. User’s actual access rights outside the SAMS LAN Segments depends on
i. the master settings defined in the System Configuration;
ii. the location access rights; and
ii. his / her own access rights inherited from the user groups to which he
/ she belongs.

3. By default, some functions in WebSAMS are not accessible outside SAMS
LAN segment. They are 'IP Configuration', 'Staff Audit Trail' and 'FMP Audit
Trail'.

4. The location access control settings apply to all user accounts. It is not
designed to set rights on individual user group or user account basis.

5. In the access right table, "X" represents that right has been granted, while "-"
represents that the setting of right is not available. If a cell is blank, right has
not been granted.
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2.1.5 Unlock Account

[ Function Description
User can unlock a locked account through the “Unlock Account” function.
L Pre-requisites

A user account is locked when a user uses wrong passwords to login WebSAMS
repeatedly and the number of times of fault login exceeds the maximum number
of fault login attemps defined in the System Configuration function.

B User Procedures

1. Click [Security] = [Access Control] = [Acct Unlocking] on the left menu.
2. Check the box to select the account(s) to be unlocked.

[$-SEC10-0M] Security = Access Conrol > Account Unlocking

nm English User Name Chinese User Hame Locked Time

’_|pr| all_clerkl |Chanta|rnan | 01/01/2001 09:00:00

[ Refresh ][ Unlock ]

3. Click [Unlock] button.

[ Post-effects
The user account will be unlocked and then the user can login immediately.
X3 Notes

1. When a user uses a wrong password to login WebSAMS repeatedly and if
the number of times of fault login is greater than the maximum number of
fault login attempts allowed, the user account will be locked by the system.

2. A user whose account is locked can contact the system administrator to
unlock the account.

3. Alocked account may be unlocked automatically after the elapse of the auto-
unlock period if automatic unlocking of accounts has been set in the System
Configuration function.

4. If the "sysadmin” account has been locked, it can still login to WebSAMS if
the login is carried out in the WebSAMS server directly. After the successful
login, the account will be unlocked at the same time.
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2.1.6 Login Status

[ Function Description
User can view the status of all user accounts logging in the system through the
“Login Status” function. Besides, this function can be used to force user
accounts(s) to logout from the system.

[ Pre-requisites

N/A

“B  User Procedures

Click [Security] = [Access Control] - [Login Status] on the left menu.

2. A snapshot of all the user accounts who have logged in the system are
shown.

3. Check the box(es) to select the user account(s) to be logged out of the
system.

[S-SEC14-01] Security » Access Control > Login Status

The following information of User SAccount(=) logging-in WebSAMS iziare as st 03012003 (Fri) 10:32:38.

English Chinese |Login Time | Login Login Assigned User Group
User User Duration outside
Hame Hame {mins} - | SAMS LAN
segment
|F

sysadmin  |sysadmin |sysadmin 0370172003 SYSTEM_ADMIMN
10:03:59

[~ [sysadmin |sysadmin |sysadmin (0300172003 26 SYSTEM_ADMIMN
10:05:39

|Fsysadmin sysadmin  |sysadmin (0230172003 26 SYSTEM_ADMIMN
10:06:26

4. Click [Logout] button to force the selected user account(s) to logout.

L) Post-effects
When a user account is forced to logout, the user's session will be killed
immediately and the connection will be terminated at once.

[ Notes

The current activities of individual user accounts are not shown.

The current process being carried out by the user will not be completed after
being logged-out.

3. The login status is only a snapshot taken when the page is loaded. Click the
“Refresh” button to reload the current login status.
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2.1.7 Maintain Internet Access Time Profile

e  This use case allows school users setup the internet access time profile(s)
and then assign user account(s) to the profile(s) according to their needs.

e  Built-in User Groups namely SCHOOL_HEAD, SYSTEM_ADMIN, CLERK,
SENIOR_TEACHER and TEACHER should have the access right for
“Internet Access Time Profile”

e 3 built-in profiles “STAFF/OTHERS”, “PARENT”, and “STUDENT”, which
cannot be deleted, with the following setting is provided:

. Weekday: All
Period; ---
. Time: 24 Hours

WP

e By default, user accounts (i.e existing A/C and subsequent newly created
A/C) with user type “Staff” or “Others”, “Parent” and “Student” are assigned
to build-in profiles “STAFF/OTHERS”, “PARENT” and “STUDENT”
respectively. There is no limitation of internet access for all user accounts
initially while school users can add/delete user account(s) in 3 built-in
profiles according to their operational needs afterwards

Add Internet Access Time Profile

[ Function Description

This use case allows school users to add internet access time profile(s).

[ Pre-requisites

1. The user must be logon first

2. Users belong to a user group with "Internet Access Time Profile - Execute”
right can process this function.

B User Procedures

1. Click [Security] > [Access Control] - [Internet Access Time Profile]
on the left menu.

2. A list of Internet Access Time Profiles is shown; click the [Add] button at
the bottom of the page to add a new Internet Access Time Profile.
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[8-SEC22-01] Security > Access Control = Internet Access Time Profile

u Internet Access Time Profile - Profile Description

PARENT Built-in profile for Parent user type
=
El u 2 Bullt-in profile for 3taff or Other user type
El STUDENT Built-in profile for Student user type
& TEST/ TEST123
Add ][ﬁtnpv ][ 7~ Delete ]
I

[8-8EC22-02] Security > Access Control = Internet Access Time Profile = Profile Details

TR T T - Add Account to Profile

Add Internet Access Time Profile
Internet Access Time Profile

Profile Description
Chinese Profile Description

Weekday
1 (Al

From @ 24 Hours \
DDMMYYYY _
OOt © [00 <] [00 <] o [00 ]| 3
(DDMMAYYY)

[[] Monday - Friday [From @ 24 Hours
DDMMAYYY _
OO © [00 -] . [00 +] 1o [00 <] [0O
(DDMMAYYY)

[C] |Saturday From @ 24 Hours
DDMMYYYY _
(TD ey ® [00 ~].[00 +] 7[00 -] . [0D
(DDMMAYYY)

[ [Sunday From =] @ 24 Hours
(DDMMAYYYY) =
To = |(© (00 -] [00 ~fTo |00 -] |00
(DDMMAYYY)

[@Rﬁet ][ [.] save ][qBadl]

Mote:
1. Length of Internet Access Time Profile: 1-20 characters.
2. Internet Access Time Profile can contain only the characters of a-z, A-Z, 0-9, " or"_".

3. Fill'in the Internet Access Time Profile ID, Internet Access Time Profile
Description and Internet Access Time Chinese Profile Description for
the new profile.

4. Click [Save] button.

5. Click [Reset] button to reset all the inputted data

6. Click [Back] button to go back to [S-SEC04-01].

Post-effects

B

1. If user click [Save] button, a message “Record(s) saved successfully” will be displayed at
the top of the screen [S-SEC04-02]

2. Anew Internet Access Time Profile will be created.
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Copy Internet Access Time Profile

Function Description

This use case allows school users to copy internet access time profile(s).
Pre-requisites

1. The user must be logon first

2. Users belong to a user group with "Internet Access Time Profile - Execute”
right can process this function.

User Procedures

=

Click [Security] = [Access Control] = [Internet Access Time Profile]
on the left menu.

2. Select a profile to copy by selecting a checkbox at the left hand side of the
profile name.

Click [Copy] button.

w

»

Screen [S-SEC22-03] will be shown and Internet Access Time Profile ID of
the selected Internet Access Time Profile will be filled.
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[$-SEC22-03] Security > Access Control > Internet Access Time Profile > Profile Details

e Y Add Account to Profile
Copy Internet Access Time Profile
Copy From TERT
Internet Access Time Profile |

Profile Description

Chinese Profile Description

(@oookany  Jpooa o |
(@ lan

(Fggmnw} 12/07/2011 [ | © 24Hours

Il P

To sgrorizonr EE | 100 )= (00 < TTe (00 ) (00
(DDMMAYYY)

[] Monday - Friday [From @ @ 24 Hours
ETE;D”""“W} m |© [00 -] [0 -] [00 -] [00
(DDIMBMAYYY)

] [Saturday From @ 24 Hours
(DDIMMAYYY)
To @ |00 - |00 To |00 - |00
(DDMMAYYYY)

[ |Sunday From @ 24 Hours
(DDMMYYYY)
To @ |00 - |00 To |00 - |00
(DDMMAYYY)

[Reset ][ [] save ][ QBack]

Mote:
1. Length of Internet Access Time Profile: 1-20 characters.
2. Internet Access Time Profile can contain only the characters of a-z, A-Z, 0-8, "-"or™_"

5. Modify the information then click [Save] button to save the record.
6. Click [Reset] button to reset all the inputted data
7. Click [Back] button to go back to [S-SEC04-01].

[ Post-effects

1. If user click [Save] button, a message “Record(s) saved successfully” will be displayed at
the top of the screen [S-SEC04-03]

2. A new Internet Access Time Profile will be created.

[N Notes

NIL.

Edit Internet Access Time Profile

[ Function Description
This use case allows school users to edit internet access time profile(s).
L Pre-requisites

1. The user must be logon first
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2.  Users belong to a user group with "Internet Access Time Profile - Execute”
right can process this function.

Y8 User Procedures

1. Click [Security] = [Access Control] = [Internet Access Time Profile]
on the left menu.

2. Click the Internet Access Time Profile ID, screen [S-SEC22-04] will be
shown.

3. All the information including Internet Access Time Profile ID, Profile
Description, Chinese Profile Description and access time information, of the
selected Internet Access Time Profile will be filled in the field(s).

[S-SEC22-04] Security > Access Control > Internet Access Time Profile * Profile Details

DL T | Add Account to Profile
Edit Internet Access Time Profile

Internet Access Time Profile TEST
Profile Description TEST123
Chinese Profile Description TEST12%
[ [Weokday
All From 127072011 |0 @ 24 Hours
(DDIMMAYYYY) -
To 30/07/2011 0 -0 ~j7o (00 -} [0
(DDIMMIYYYY)
[7] Monday - Friday [From @ 24 Hours
DDIMMMYYYY
(OoMPY 00 ~]:[00 +] 7[00 ][00
(DDIMMAYYYY)
O] |Saturday From @ 24 Hours
DDMMMYYYY,
[To” ! 00 ~|.[00 <] 00 +| . [00
(DDIMMAYYYY)
] |Sunday From @ 24 Hours
(DDIMMAYYYY) )
To oo - |00 To | 00 - 0o
(DDMMNYYY)

[@Rﬁet ][ [] save ][ qsack]

4. Update the data
5. Click [Save] button.
6. Click [Reset] button to reset all the inputted data

7. Click [Back] button to go back to [S-SEC04-01].

B

Post-effects

1. If user click [Save] button, a message “Record(s) updated successfully” will be displayed
at the top of the screen [S-SEC04-04].

2. The information of the Internet Access Time Profile is updated.
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View Internet Access Time Profile

B

Function Description

This use case allows school users to view internet access time profile(s).

L Pre-requisites

1. The user must be logon first

2.  Users belong to a user group with "Internet Access Time Profile - Execute”
right can process this function.

“B  User Procedures

1. Click [Security] > [Access Control] = [Internet Access Time Profile]
on the left menu.

2. Click the built-in Internet Access Time Profile ID to view the profile details.

[5-SEC22-04] Security > Access Control > Internet Access Time Profile = Profile Details

VLT T T T Add Account to Profile
Internet Access Time Profile

Internet Access Time Profile STUDENT

Profile Description Built-in profile for Student user tvpe
Chinese Profile Description SR ATTE I A BT A I R

611 -- 24 Hours

3. Click [Back] button to go back to [S-SEC04-01].

L  Post-effects

NIL

[N Notes

NIL.

Delete Internet Access Time Profile

[ Function Description

This use case allows school users to delete internet access time profile(s).

Copyright © 2018. Education Bureau. The Government of the HKSAR. Page 48
All Rights Reserved.



WebSAMS
User Manual Version 1.7

L Pre-requisites

1. The user must be logon first

2. Users belong to a user group with "Internet Access Time Profile - Execute”
right can process this function.

B User Procedures

1. In screen [S-SEC22-01], select a profile(s) to delete by selecting a
checkbox(s) at the left hand side of the profile name.

2. Click [Delete] button to delete profile(s).
3. Adialog box “Are you sure to delete record(s)?”

4. Click [OK] button to confirm the deletion.

[ Post-effects
NIL
[N Notes

If there are some User Accounts in the profile,

1. It will go to screen [S-SEC22-07] and show the message “The following
User Account(s) is/are found in the Internet Access Time Profile (<Profile
ID1, Profile Description1>) you want to delete. If you still want to delete this
Internet Access Time Profile, please click on the "Confirm" button. The
User Account(s) will be first detached from the Internet Access Time Profile

and then the Internet Access Time Profile will be deleted.
[S-SEC22-07] Securty > Access Control > Internet Access Time Profile

Delete Internet Access Time Profile

The following User Account(s) is/are found in the Internet Access Time Profile (one_hour,one_hour) you
want to delete. If you still want to delete this Internet Access Time Profile, please click on the "Confirm™
button. The User Account(s) will be first detached from the Internet Access Time Profile and then the
Internet Access Time Profile will be deleted.

User ID User Name Chinese User Name User Type

amSLse s samsuser Others

The following User Account(s) is/are found in the Internet Access Time Profile (STUDENT2,STUDENT2)
you want to delete. If you still want to delete this Internet Access Time Profile, please click on the "Confirm"
button. The User Account(s) will be first detached from the Internet Access Time Profile and then the
Internet Access Time Profile will be deleted.

User ID User Name Chinese User Name User Type

Q00o0g jack law Student

2. After user click [Confirm] button, user account(s) will be detached, Internet
Access Time Profile will be deleted and will go back to screen [S-SEC22-

01].
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Clicking [Back] button will go back to screen [S-SEC22-01] and Internet
Access Time Profile will not be deleted.

Add Account to Profile

[ Function Description
This use case allows school users to assign user account(s) to Internet Access
Time Profile(s).
If the user account is assigned to more than one access time profile, the actual
internet access time of this user account shall be the union of the attached
profiles.

[ Pre-requisites

1. The user must be logon first
2. Internet Access Time Profile ID must exist.

B User Procedures

1. Click [Security] = [Access Control] = [Internet Access Time Profile]
on the left menu.

2. User can click [Add Account to Profile] tab in the screen.

[5-SEC22-05] Security ® Access Control > Internet Access Time Profile ® Add Account to Profile
It A e ot

Internet Access Time Profile TERT

Profile Description TEST123

Select User Type ©® gtaff / other O Student / Paremt O All

The following accounts have been added to the above profile:

| W]  Usern. | UserName [ Chinese User Name|User Type]

Mo record.

3. User account record(s) of the selected profile are listed in the page.

For Adding user account of user type is “Staff/Others”

a. User can select User Type "Staff/Others" and click [Add] button
b. The User Type radio button “Staff/Others” will be selected be default.
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[S-SEC22.06] Security > Access Control > Internet Access Time Profile > Add Account to Profile

Add User Account to Profile

Internet Access Time Profile TEET
Profile Description TERTI23
User Type

© graffiothers © Student/Parent O 4ll
School Level / Session (* For data access control for Staff and Others accounts)

School Level all - School Session all -
User ID (* For login use) tests
User Code

* "Staff Code” for "Staff” User Type, "Student Registration Mo.” for "Student / Parent” User Type
and Mot Applicable for "Others” User Type

User Name (English or Chinese)

User Group -
Account Status @ 411 O active © Expired
] it ] i T e e Lo [
[ [testsams  [TEST STAFF frbTEhen Staff
m testslp testuser Others
[.d save |[ [F]close
C. Select [School Level].
d. Select [School Session].

For Adding user account of user type is “Student/Parent”

a. User can select User Type " Student/Parent " and click [Add] button
b. The User Type radio button “Student/Parent” will be selected be
default.

[5-SEC22-06] Security > Access Control = Internet Access Time Profile » Add Account to Profile

Add User Account to Profile

Internet Access Time Profile TEST
Profile Description TEST123
User Type © $tafffothers © Student/Parent © All

School Level | Session & Class Level & Class (* For class information for Student and Parent accounts)

School Year Current Year(2010) -

School Level all - School Session a1l -
Class Level a1l - Class 411 -
User ID (* Forlogin use)

User Code

* "Staff Code” for "Staff” User Type, "Student Registration Mo.” for “Student / Parent” User Type
and Mot Applicable for "Others” User Type

User Name (English or Chinese)
User Group
Account Status

@ 411 O aetive O Expired

Select [School Year]
Select [School Level].

Select [Class Level]

c
d
e. Select [School Session].
f
g Select [Class]
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For Adding user account of user type is “All”

a. User can select User Type "All" and click [Add] button

b. The User Type radio button “All” will be selected be default.
[5-SEC22-06] Security > Access Control > Internet Access Time Profile = Add Account to Profile
Add User Account to Profile
Internet Access Time Profile TEET
Profile Description TEST122
User Type © stafffothers O Student/Parent © 41l
School Level | Session (* For data access control for Staff and Others accounts)
School Level a1l - School Session 411 -
School Level / Session & Class Level & Class (* For class information for Student and Parent accounts)
School Year Current Year(2010) =
School Level all - School Session 4ll -
Class Level all - Class 411 -

User ID {* For login use) |
User Code

* "Staff Code” for "Staff” User Type, "Student Registration Mo.” for "Student/ Parent” User Type
and Mot Applicable for "Others™ User Type

User Name (English or Chinese)
User Group -

Account Status @ all

[[ER search | [ Y Reset

O sctive O Expired

Select [School Year]
Select [School Level].

Select [School Session].

-~ ® 2 o0

Select [Class Level]
Select [Class]

Q

Fill in [User ID].

Fill in [User Code].

Fill in [User Name (English or Chinese)].
Select [User Group].

Select [Account Status].

© © N o g &

Click [Search] button to search user account(s) that are not exist in the
profile.

10. Click [Reset] button to reset all inputted data.
11. Select the user account(s) by checking the checkbox(s) besides the User ID.
12. Click [Save] button to save the record(s) to profile.

13. Click [Close] button to close the popup window.

B

Post-effects
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1. |If user clicks [Save] button, “Are you sure to save the record(s)?” will be
alerted

2. Click [OK] button to save the record(s). The popup window will be closed.

3. “Record(s) added successfully” will be shown on the top of the screen
[S-SEC22-05].

4. Selected record(s) will be listed in screen [S-SEC22-05]

B

Notes

NIL.

Delete Account from Internet Access Time Profile

[ Function Description

This use case allows school users to delete user account(s) from internet access
time profile(s).

B

Pre-requisites
1. The user must be logon first

2. There is user account(s) attached in the Internet Access Time Profile.
“B  User Procedures

1. Click [Security] - [Access Control] = [Internet Access Time Profile]
on the left menu.

Select record(s) by checking the checkbox beside the User ID.
Click [Delete] button to remove the records from profile.

[N Post-effects

1. If user clicks [Delete] button, “Are you sure to delete the record(s)?” will
be alerted.

2. Click [OK] button to delete the record(s).

3. “Record(s) deleted successfully” will be shown on the top of the screen
[S-SEC22-05]

B

Notes

NIL.
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2.2 Configuration

2.2.1 System Configuration Maintenance

2J Function Description
User can maintain the General Settings, System Access Time inside SAMS LAN
Segment, System Access Time outside SAMS LAN Segment (i.e. ITED LAN or
Internet), Release of Access Time Control to 24 hours, E-mail Function Settings
and Size Control of Audit Trail & Log through the “System Configuration
Maintenance” function.

L  Pre-requisites

N/A
B User Procedures

1. Click [Security] = [Configuration] = [System Config] on the left menu.
2. Fillin the details of the settings.
3. Click [Save] button at the bottom of the page.

[S-SEC01-01] Security > Configuration > System Configuration

#Bottom

eneral Settings

Maximum number of Tault login attempts allowed IO

Zero for no limitation, default value; 3)

Auto-unlock period of locked accounts 15 hours

Zero for no auto-unlock, default value: 15 hours)

Automatic logowt period {inside SAMS LAN Segment) 190 minutes

Mzitmurm; 180 minutes, detault value: 15 minutes)

Altomatic logowut period {(outside SAMS LAN Segment) 190 minutes

Maccimurm: 120 minutes, default value: 5 minutes)

Password expiny period 100 days

Zero for no expiry, default value 100 days)

Humber of passwords stored in password History 1

Mirc 1, Max: 5, default walue: 1)

Enable Multiple Login I~

Default: dizabled)

Enahle Internet Access |l

Cefault: dizabled)

Enable ITED Access N

Default: dizabled)

Data Backup log file path EDATACHMLOGTEY

Server Backup log file path EDATACHLOGER,

Archive file path EDATAWSSECATDITY
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System access time inside SAMS LAN segm

Monday - Saturday

Default walue: 0700-23007

nt
¢ o0 =] Joo =] 7|00 =] |o0 = v 24 Hours

Sunday

Default walue: 0700-1300%

o Joo =] Joo =| 1|00 =] .[00 =] & 24 Hours

System access time outside SAMS LAN segn
ﬁunday - Saturday

Default value: 0700-2300%

ent, e.g. ITED LAN or Internet
o |oo=] oo =] 1o o0 =] . Joo )z ¢+ 24 Hours

Sunday

Default value: 0700-2300%

o o0 =] oo 7] o o0 =] . Joo =] & 24Hours

iccess Time" settings)
User Types with Release Period

Release of Access Time Control to 24 Hours {override both "Systermn Access Time" and “User Account

I jv

From 03402001
DM

To 01412001
DD )

by Recipients

handatary if e-Cert. iz not awailakle)

Mt e-Cert. has been installed and Location Path &
Pazzword have been entered, E-Mail Address of the
m-Cert. will be uzed as School's E-Mail Address.

Enable E-Mail Function Ird
Default: enabled)
School's E-Mail Address for Return of E-Mail |websamsnat@emb gowhk

SMTP Server of ISP subscribed by School

b hk ncs-1oor

Default value: 3

E-Mail Account provided by ISP subscribed a0k
Password of the E-Mail Account provided by
SP
E-Mail Recipient Limit for each mail 5000
Default value: 507
Size Limit of each E-mail {(MB) 3
Default walue: 1 WB)
Size Limit for Storing Each User's Sent Mails |[5
MB)
Default value: 10 MB)
Mazimum number of Retry for Sending Mail 3

Location Path of (Organisational) e-Cert for
Digital Signature

Password of (Organisational) e-Cert
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Size Control of Audit Trail & Log
Size Limit of Audit Trail stored in DB {(MB) Il

Fera for no limit, default value: 1MB)
[Size Limit of Archived Audit Trail stored in 100
server (MB)

Fera for no limit, default value: 1MB)
Size Limit of DB backupirecovery operation {00
og stored in server (MB)

Fera for no limit, default value: 1MB)
Size Limit of Server backuprecovery 1
operation log stored in server (MB)

Fera for no limit, default value: 1MB)

~Top
[ Post-effects
The system will operate with the settings that have been entered. The settings
will be effective only when users login the system in the next time.
[J  Notes

1. Maximum number of fault login attempts allowed

e The number of attempts that a user can try to login with a wrong
password before the user account is locked. After an account has been
locked, it can no longer login the system. However, after the elapse of the
auto-unlock period, the user can login the system again.

e Zero value means that there is no limitation for unsuccessful login
attempts; while the default fault login attempt allowed is three.
2. Auto-unlock period of locked accounts

e Locked user account will be unlocked after the elapse of the auto-unlock
period, counting from the time the account is locked.

¢ If no auto-unlock is selected, the locked account can only be unlocked
manually in the "Unlock Account"” function.

e Zero value means that there is no auto-unlock for locked account, and
the default is fifteen hours.
3. Automatic logout period (inside SAMS LAN segment)

o The system will automatically logout an account after it has been left idle
for a period longer than this setting when the account logins within the
SAMS LAN segment.

e The default value is 15 minutes.

4. Automatic logout period (outside SAM LAN segment)

e The system will automatically logout an account after it has been left idle
for a period longer than this setting when the account logins outside the
SAMS LAN segment.

e The default value is 5 minutes.

5. Password expiry period
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e For security reason, a normal user account should change its password
periodically. System will force the user to change the password after the
elapse of the period defined.

e User accounts can also be set to have password never expired. By
default, the password of the ‘sysadmin’ account never expires.

e For user accounts with password expiry, the password expiry date is
shown on the screen displaying the user information. The user will be
reminded to change his / her account password if it is going to expire
within 14 days. The remaining number of days will be displayed after
each successful login. After the password has been changed, the new
password expiry date will be the change password date plus the
password expiry period.

e Zero value means the password of user accounts would never expire.
e The default value is 100 days.

6. Number of passwords stored in password history

e The system will store a certain number of passwords previously used.
The number of passwords stored can be defined, from 1 to 5.

e When user changes the password, the system will ensure that the new
password entered does not duplicate with the stored passwords.

e The default value is one.

7. Enable Multiple Login

e With this flag turned on, users can login the system by using the same
account in the same or different workstations from several browsers at
the same time.

e |t is recommended to disable Multiple Login for security reason. By
default, multiple login is not allowed.

8. Enable Internet Access
e Login from the Internet can be enabled / disabled.
e By default, access from Internet is disabled.

9. Enable ITED Access

e Login from the school ITED LAN Segment can be enabled / disabled.
However, any workstations in the ITED LAN segment still cannot login
the system unless its IP Address has been entered in the IP configuration
table.

e By default, access from ITED LAN Segment is disabled.

10. Data Backup log file path

e The database backup and recovery log can be viewed in WebSAMS.
This is the specific file path / directory where the database backup /
recovery operation log files are stored.

e There is no default file path.

11. Server Backup log file path

e The server backup and recovery log can be viewed in WebSAMS. This is
the specific file path / directory where the server backup / recovery
operation log files are stored.

¢ The actual file path applicable is different for different backup tools used.
e There is no default file path.
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12. Archive file path

The file path where the system archive files (e.g. archived audit trail) will
be stored.

There is no default file path.

13. System access time inside SAMS LAN segment

It is the service time of the WebSAMS system for users logging in from
the SAMS LAN Segment. All users (except the system administrator
account ‘sysadmin’) can only login the system within the time period
defined.

The start and end service time for both Monday - Saturday and Sunday
are in 24-hour time format (HH:MM). A “24 Hours” button is provided for
setting the access time to 24 hours a day.

The default value is 07:00 — 23:00 for Monday - Saturday and 07:00 —
18:00 for Sunday.

If the time range is set as 07:00 — 01:00, it means that the service time is
from 7a.m. in the morning to 1a.m. of the next day.

14. System access time outside SAMS LAN segment

It is the service time of the WebSAMS system for users logging in from
the ITED LAN segment or via the Internet. All users (except the system
administrator account ‘sysadmin’) can only login the system within the
time period defined.

The start and end service time for both Monday - Saturday and Sunday
are in 24-hour time format (HH:MM). A “24 Hours” button is provided for
setting the access time to 24 hours a day.

The default value is 07:00 — 23:00 for Monday - Saturday and 07:00 —
23:00 for Sunday.

If the time range is set to 07:00 — 01:00, it means that the service time is
from 7a.m. in the morning to 1a.m. of the next day.

15. Release of Access Time Control to 24 Hours

The three account types of Staff, Student, and Parent can be selected to
enjoy round the clock access to the system within a certain period for
operation purpose.

The release of access time is confined to the period defined by the dates
entered in the "From" and "To" fields.

No default value is set.

16. Enable E-Mail Function

The mail sending functions in WebSAMS can be enabled or disabled by
this master setting.

17. School’'s E-Mail Address for Return of E-Mail by Recipients

It is the school's E-Mail address displayed as sender’s E-Mail address in
outgoing mails for recipients to reply E-Mails to the school. If the school
wants to use another E-Mail account to receive E-Mail replies, this E-Mail
address has to be changed accordingly.

If e-Certificate for digital signature is not available in the WebSAMS
server, this field is mandatory.

Copyright © 2018. Education Bureau. The Government of the HKSAR. Page 58

All Rights Reserved.



WebSAMS

User Manual Version 1.7
o If e-Certificate has been installed and Location Path & Password have
been entered, E-Mail address of the e-Certificate will be used as the
school’s Return E-Mail Address.
18. SMTP Server of ISP subscribed by School
e All E-Mails are sent out from WebSAMS via the SMTP server provided by
an ISP. To access the SMTP server, the school needs to use the E-Malil
account and the corresponding password provided by the ISP.
o No default value for the SMTP server.
19. E-Mail Account and Password of the E-Mail Account provided by ISP
subscribed
e The E-Mail Account and its password provided by the ISP to the school
for accessing the SMTP server to send out E-Mails from WebSAMS.
¢ No default value for the E-Mail Account and password.
20. E-Mail Recipient Limit for each mail
e If the number of recipients of an E-Malil is larger than this limit, the E-Mail
will be sent out by batch. Each batch will contain the number of recipients
equal to the Recipient Limit.
e The default value is 50. The school has to check with the ISP to which
the school subscribes what is the appropriate value for this limit.
21. Size Limit for each E-Mail (Mega Byte - MB)
e The maximum size of each outgoing E-Mail.
e The default value is 1 MB.
22. Size Limit for Storing Each User’s Sent Mails (MB)
¢ The maximum size available for storing each user's sent E-Mails in
Megabytes.
e The default value is 10 MB.
23. Maximum number of Retry for Sending Malil
e This setting controls maximum number of trials for the system to send
any outgoing E-Mail.
e The default value is three.
24. Location Path and Password of (Organizational) e-Cert for Digital Signature
e The school may use an e-Cert to digitally sign all the outgoing E-Mails for
authentication purpose. These two settings allow the school to enter the
e-Cert information. If the school is not going to use e-Cert for signing E-
Mails, there is no need to fill in the information.
e If e-Cert is used, the e-mail address in the e-Cert will be displayed as the
Sender's e-mail address for all mails sent out from WebSAMS
e There is no default value for these two settings.
25. Size Limit of Audit Trail stored in Database (MB)

e The maximum database space used for storing Audit Trail in Megabytes.

e When the assigned database space is full, the school can choose to
archive the audit trail records as Archived Audit Trail files. After the
archive process, the audit trail records which have been archived will be
permanently deleted from the database.
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e |If usage of space exceeds 80% of this limit, warning message will be
shown to users of the SYSTEM_ADMIN group when they login.

e Zero value means no limit. The default value is 1 MB.

26. Size Limit of Archived Audit Trail stored in server (MB)

e The maximum hard disk space used for storing Archived Audit Trail files
in Megabytes.

e When the assigned hard disk space is full, the school can choose to
delete the archived files or move the files to other folders manually.

e Zero value means no limit. The default value is 1 MB.

27. Size Limit of DB backup / recovery operation log stored in server (MB)

e The maximum hard disk space used for storing the database backup /
recovery log in Megabytes.

e Zero value means no limit. The default value is 1 MB.

28. Size Limit of Server backup / recovery operation log stored in server (MB)

e The maximum hard disk space used for storing the server backup /
recovery log in Megabytes.

e Zero value means no limit. The default value is 1 MB.
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2.2.2 IP Configuration Maintenance

In the System Configuration function, the system administrator can separately
enable access to WebSAMS via ITED LAN Segment or via Internet.

Enable Internet Access I~

Default: dizabled)
Enable ITED Access [+

Default: dizabled)

When a user logins the WebSAMS from a workstation, the system can detect
whether the login comes from the SAMS LAN Segment. If the IP address of this
workstation is the same as that of the subnet of the WebSAMS server, the login
is treated as from SAMS LAN Segment, i.e. from a trusted network.

In order to allow a workstation in the ITED LAN Segment to login WebSAMS, the
following two conditions should be met:

e Access from the ITED LAN has been enabled; and

o The IP address of this workstation has been entered into the IP Configuration
table

The IP Configuration function allows the definition of the IP address groups to
contain the IP addresses of those workstations inside the ITED LAN Segment
that are allowed to access the system.

For a login from a workstation with an IP address having different subnet as
compared to the IP address of the WebSAMS Server and also having different
subnet as compared to the subnet information of the ITED LAN defined in the
system property file, the login will be treated as from the Internet. Access from
Internet can be enabled / disabled in the System Configuration function.

Special attention should be paid to whether the school's ITED LAN Segment
uses a Dynamic Host Configuration Protocol (DHCP) server, as the IP address
may not be dedicated to a specific workstation. In this case, IP addresses have
to be entered manually into those workstations that are allowed to access
WebSAMS. These IP addresses entered should fall within the IP Exclusion
Range of the DHCP server.

Add IP Group

Function Description

User can create an IP Group that controls which workstations in the ITED LAN
Segment to be able to access WebSAMS through the “IP Configuration
Maintenance”.

Pre-requisites

This function is available only when the user logins WebSAMS from a
workstation inside the SAMS LAN Segment.
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B

B

User Procedures

1. Click [Security] = [Configuration] - [IP Config] on the left menu.

[S-SECU6-01] Security > C

guration > IP Configuration

Record(s) added successtully.

To allow certain workstations in the ITED LAN Segment to access to WehSAMS, please enter the IP addresses (usually virtual IP) of these
workstations into the table below,

e T — T
,_|WEhSAMS Server [1015341-101534 280

* Click the link of IP Group for editing IP addresses
2. Click [Add] button to add a new IP Group.
[$-SECD6-02] Security = Configuration = IP Address Configuration

Create IP Address Group
IP Address Group Name ||

IP Address Range

From | To |

Excluding the following IP address Range:

From | To |

* Example of IP address: 192122531,
101645200

3. Enter IP Address Range.

4. Enter Excluding IP Address Range if necessary.
5. Click [Save] button.

Post-effects

The IP Address Group will be effective immediately once created. A user can
then login WebSAMS from an ITED workstation with an IP address included in
the IP Address Range of an IP Group.

Notes

1. The subnet of the IP group entered into the table should be same as those
defined in the system property file which records the subnet information of
the ITED LAN Segment. Otherwise, the system will prompt errors when the
user tries to save the record of the IP group.
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2. Each IP group should have a uniqgue name. It may contain two IP lists, one is
“IP Address Range” while the other is “Excluding IP Address Range”. Both
ranges should have the same subnet values. The “Excluding IP Address
Range” allows a segment of IP addresses in the IP Range to be excluded
from the group.

3. "IP Address Range" in one IP group should not fall into the "Excluding IP
address Range" in another IP group. For example, the "IP Address Range" in
one group is 10.15.33.100-10.15.33.105 while the "Excluding IP address
Range" in another IP group is 10.15.33.95-10.15.33.120. This will cause
conflict and the system will prompt the user to re-enter a valid IP Address
Range.

Delete IP Group

[ Function Description

A User can delete an IP Group through the “IP Configuration Maintenance”
function.

B

Pre-requisites
The IP Group exists.

B User Procedures

1. Click [Security] = [Configuration] = [IP Config] on the left menu.

[S-SEC06-01] Security > Configuration > IP Configuration

Record(s) added successtully.

To allow certain workstations in the ITED LAN Segment to access to WehSAMS, please enter the IP addresses (usually virtual IP) of these
workstations into the table below.

P T — T
,_|WEhSAMS Server [1015341-101534 280
ern)

* Click the link of IP Group for editing IP addresses

2. Check the box(es) on the left to select the IP Group(s) to be deleted.
3. Click [Delete] button to delete the selected IP Group(s).

L Post-effects
The IP Address Group will be removed immediately and those ITED
workstations with IP addresses falling into the IP Range of the group will not be
able to access the system from ITED LAN Segment any more.

L Notes

This function is available only when the user logins WebSAMS from a
workstation inside the SAMS LAN Segment.

Copyright © 2018. Education Bureau. The Government of the HKSAR. Page 63
All Rights Reserved.



WebSAMS
User Manual Version 1.7

2.2.3 System Customization

B

Function Description

User can maintain the Central and Right Images in the Login Page, School Logo
and School Name in the top frame of every page and the Colour Scheme for
newly created accounts through the “System Customization” function.

L Pre-requisites
N/A
B  User Procedures

1. Click [Security] = [Configuration] = [System Custom] on the left menu.

[S-SEC18-01] Security = Configuration > System Customization

* Image file uploaded should be of GIFAJPES format and with size not more than 100KB.
Login Page Image

Central Image (For best dizplay effect, upload circular image of 140 x 140 pixels)

|Sch00|EluiIding =| ([P ][ Jpelet= .

School Logoyfor best displang#tect, upload imaoge of 54 x 40 pixels.)

English Logo = Add 7 Delete
| =] ([ add ][ pelet ]

2. The system comes with several images for the Central Image and the Right
Image. To upload a new Central Image / Right Image / School Logo, click the

corresponding [Add] button. The Upload Image pop-up window will be
shown.
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6.

[S5-SEC18-02] Security > Configuration > System Customization > Upload Image File

Name (Eng)
Hame (Chi)

Image File

Enter the English and Chinese image names, and then click [Browse] button
to select an image file. Click [Upload] button to upload the image to
WebSAMS. After successful uploading, the image name will appear in the
corresponding image’s drop down list box.

After the image has been successfully uploaded, it will not be displayed
automatically. User has to select the image file in the drop down list box and
click [Save] button to save the change for the image to take effect.

To delete an uploaded Central Image / Right Image / School Logo, select the
image to be deleted from the drop down list box and click [Delete] button.
The image would be permanently removed.

%chool Hame

School Hame (Eng) (For best display effect, upload image of 360 x 40 pixelz.)
" Text [English Mo
[cl I gel Browse. I[ Upluad ][ }'Deleh ]

6i

Scho arge {Chi) (For best dizplay effect, upload image of 360 x 40 pixels.)

' Text |Gﬂr)s{eName
" ymage Browse.. |[ Upload |[ 7 Delete |

(Colour Scheme
Select your preferred colour scheme

* Blue ' Green
o ' Purple

You can customize the school’s English and Chinese names by using either
text format or image format school names.

i. To use text format school name, click the “Text” option and enter the
name in the adjacent input box.

ii. To use image format school name, click “Image” option and then click
[Browse] button to select an image file for uploading. Click [Upload]
button to upload the image. At any time, the system only keeps one
English and one Chinese school name image in the WebSAMS server
and the newly uploaded image will overwrite the existing one.

iii. Click [Save] button to save the school name changes.
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7. You can also delete the existing school name image by clicking [Delete]
button.

8. To set the colour scheme, click the preferred colour. The colour will be
adopted by the newly created user accounts. Click [Save] button to save the
colour scheme changes.

A Post-effects

The changes will take effect when the users login the next time.

Ian Notes

1. When an image file has been successfully uploaded, it will not be displayed
automatically. User has to select the image file and click the “Save” button
for the image to take effect.

The school logo will be displayed at the top left of the page.

3. School name image will be displayed at the top left of the page. If school
logo has been uploaded and selected, school name image will appear at the
right of the school logo.

4. Only JPEG and GIF image file formats are supported and the file size should
not be more than 100KB.
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2.3 Report & Log

2.3.1 Audit Tralil

This function allows a user to view or download the audit trail which records the
important transactions made in the system. The user can also choose to archive
the audit trail records into audit trail files when the system is running out of disk
space. After the archive action, the corresponding audit trail records will be
deleted from the database so as to release disk space. In addition, user can also
download or delete the archived audit trail files.

View Audit Trail

[ Function Description

User can view or download the Audit Trail records through the “Audit Trail”
function.

B

Pre-requisites

The audit trail records the access to functions and all updates made to sensitive
data in the database. In each audit trail record, information such as user ID,
time-stamp, name of the function accessed, action performed, before image and
after image of data will be logged.

B User Procedures

Click [Security] = [Report & Log] = [Audit Trail] on the left menu.
Click View tab.
Fill in the date range of the audit trails to be viewed or downloaded.

P w N PRE

Check the box(es) to select the module(s) for which the audit trail is to be
viewed or downloaded.

5. Click [View] button at the bottom of the page.
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G TLTIRETIT]

Module Hame

School Management
Student

Attendance

Student Activities
Aowvard & Punishroent
|Assa33mem

Special Assessmoent
Staft Deployraemt
DS

HEAT

HEEAA

SPA

Eeport Manazernent
|Data Mamagemnent
Timetabling

A http://10.15.35.47/jsp/se

The Audit Trail is in csv format and
can be opened by MS-Excel.
Please click the View button to
opensave the audit trail.

Close LI

o o o A

Code Mana gement

SECurity
E-Mail

| r |Cu3t0mjzati0n

=l

1

—Top

6. Click [View] button in the pop-up window to trigger the Windows download
pop-up window.

| Ea IV RTTT]]

’Q
1 |School Management

’—|Studmt

’_’W File Download : = [l —

Student Activities
Award & Ponishroent

’—W @ V'ou are downloading the file:
’—Im audit-trail csw fram 10.15.35.47
Sta.ffDeplo : . .
Wiould pou like to open the file or save it to pour computer?

W Open I Save | Cancel | Fare Info |

HEEAA V¥ &lways ask before opening this type of file

File Download x|

77

|SPA [pen | [Dpen Falder | | Cancel I
’W
Clata Management
Timetakling

Code Manageraemt

|Sacu.rit5f
|E—Majl

|Cus tomization

ﬂﬂ?ﬂﬂﬂﬂﬂﬂﬂﬂ

_Top
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7. Select the option to [Open] or [Save] the audit trail file.

A Post-effects

The audit trail records are presented in a file in MS-Excel CSV format.

[ Notes

The audit trails of Staff and FMP modules cannot be viewed or downloaded in
this function.

Archive Audit Trail

[ Function Description

User can archive Audit Trail records through the “Audit Trail” function.
X Pre-requisites

Audit Trail records exist.
“B  User Procedures

Click [Security] = [Report & Log] = [Audit Trail] on the left menu.
Click Archive tab.

Fill in the date range of the audit trails to be archived.

[S-SECD08-02] Security > Report & Log > Audit Trail >

View | i-=il.=  Delete Archived Audit Trail
From 3022002
[DOuMbAr )

To |13a05ﬂ£03
[DDMMIT )
D Save |

4. Click [Save] button.

[N Post-effects

1. Audit trail records that have been archived cannot be restored to WebSAMS
system.

2. Audit trail records that have been archived will be deleted from the
WebSAMS database permanently and cannot be enquired from the
WebSAMS online system anymore.

3. Archived audit trail files are in ZIP format. After unzipping, the original file is
in MS-Excel CSV format.

4. A new audit trail record recording the archive action will be created.
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[ Notes

1. The archive audit trail function can be used when the disk space allocated for
audit trails is running out. After the archive process, the corresponding audit
trail records will be deleted from the database.

2. The ‘From’ date is provided by the system and it is the earliest date audit trail
records exist. User has to enter the ‘To’ date. Then the audit trails within the
date range will be archived.

3. A link will be provided for downloading the archived audit trail file if the user
logins from the SAMS LAN Segment. Outside SAMS LAN Segment (i.e.
ITED LAN or Internet), the link will not be available.

Delete Archived Audit Trail

B

Function Description

User can download or delete archived audit trail ZIP files through the “Audit
Trail” function.

O Pre-requisites
An archived audit trail file is present.

B User Procedures

[S-SEC08-03] Security > Report & Log > Audit Trail > Delete Archived Audit Trail

Archive | Bzl=i= pioepiiee] piei sl

View

Date (From)

Archive File Name . Creation Date

- 9992 11FERI003_ 1IN ARI03.Zip 12042003 11022003 12032003
9992 2INOVI0D QSFERIO03 Zip Q842420053 A0 Q84242003
1. Click [Security] = [Report & Log] = [Audit Trail] on the left menu.
2. Click Delete Archived Audit Trail tab.
3. Select the archived audit trail file to be downloaded / deleted.
4. Click the file name link to download.
5. Check the check box on the left of the file name and click [Delete] button to

delete the file.

[ Post-effects
The archived audit trail file stored as a physical file in ZIP format in the archive
file directory will be physically removed from the WebSAMS server.

X3 Notes
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1. Archived audit trail files are in ZIP format. After unzipping, the original
archived audit trail file is in MS-Excel CSV format.

2. Alink will be provided for downloading the archived audit trail files if the user
logins from the SAMS LAN Segment. Outside SAMS LAN Segment (i.e.
ITED LAN or Internet), the link will not be available.
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2.3.2 Staff Audit Trail

This function allows a user to view or download the Staff audit trail which records
the important transactions related to Staff module. The user can also choose to
archive the audit trail records into audit trail files when the system is running out
of disk space. After the archive action, the corresponding audit trail records will
be deleted from the database so as to release disk space. In addition, user can
also download or delete the archived audit trail files.

View Audit Trail

[ Function Description

User can view or download the audit trail which records the daily transactions,
user group assignment or access right maintenance of Staff module through the
“Staff Audit Trail” function.

[ Pre-requisites

The Staff audit trail records the access to functions and all updates made to
sensitive data related to Staff module. In each audit trail record, information such
as user ID, time-stamp, name of the function accessed, action performed, before
image and after image of data will be logged.

B User Procedures

1. Click [Security] = [Report & Log] = [Staff Audit Trail] on the left menu.
2. Click View tab.
3. Select Audit Trail Type to be viewed.

[S-SEC21-01] Security =~ Report & Log > Staff Audit Trail =

F Pelete-Archived-AuditTrail

Audit Trail Type ¥ Daily Transaction Log
7 User Group Assipnment Log

' Access Rights Maintenance Lo \ 3

From To

(DDA ) (DDA )

|10#1D.’2002 B |D1.PEI4.P2003
Yiew |

Fill in the date range of the audit trails to be viewed or downloaded.
Click [View] button at the bottom of the page.

Click [Open] button to open the file. The audit trail will be shown in MS Excel
format.

[N Post-effects

The audit trail records are presented in a file in MS-Excel CSV format.
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[ Notes

1. The audit trail of the Staff module can only be viewed by the users of the
SCHOOL_HEAD user group.

2. There are 3 types of staff audit trails:
o Staff Daily Transaction Log — records updates to staff information

e User Group Assignment Log — records addition / removal of user
accounts to / from the SCHOOL_HEAD group and the 4 built-in Staff user
groups

e Access Rights Maintenance Log — records updates to access rights of
Staff functions.

Archive Audit Trail

B

Function Description

User can archive Staff Audit Trail records through the “Staff Audit Trail”
function.

O Pre-requisites
Staff Audit Trail records exist.
Y8 User Procedures

Click [Security] > [Report & Log] - [Staff Audit Trail] on the left menu.
Click Archive tab.
Select Audit Trail Type to archive.

P w DR

Fill in the date range of the staff audit trails to be archived.

[S-SEC20-02] Security = Report & Log > Staff Audit Trail >

View | =iz | Delete Archived Audit Trail
Audit Trail Type * Daily Transaction Log
i~ User Group Assignment Log

i~ Access Rights Maintenance Log

From 10/1042002
(DDA )

To [pimd2003
(DO )

| I_I—_,J Save |

5. Click [Save] button.

s Post-effects

1. Audit trail records that have been archived cannot be restored to WebSAMS
system.
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2. Audit trail records that have been archived will be deleted from the
WebSAMS database permanently and cannot be enquired from the
WebSAMS online system anymore.

3. Archived audit trail files are in ZIP format. After unzipping, the original file is
in MS-Excel CSV format.

4. A new audit trail record recording the archive action will be created.

J  Notes

1. The audit trail of the Staff module can only be archived by the users of the
SCHOOL_HEAD user group.

2. The archive audit trail function can be used when the disk space allocated for
audit trails is running out. After the archive process, the corresponding audit
trail records will be deleted from the database.

3. The ‘From’ date is provided by the system and it is the earliest date staff
audit trail records of the selected type exist. User has to enter the ‘To’ date.
Then the audit trails within the date range will be archived.

4. A link will be provided for downloading the archived audit trail files if the user
logins from the SAMS LAN Segment. Outside SAMS LAN Segment (i.e.
ITED LAN or Internet), the link will not be available.

Delete Archived Audit Trall

X Function Description
User can download or delete archived Staff Audit Trail ZIP files through the
“Staff Audit Trail” function.

X Pre-requisites

An archived staff audit trail file is present.

B User Procedures

[S-SEC21-03] Security > Report & Log > Staff Audit Trail > Delete Archived Audit Trail

Archive | Bzloiz pipepiaze] siefieifpzi)

Yiew

STFDaily_Trnsaction'ows ARIN03_| 2APRIN03.) 1240472003 1440372003 12042003
1. Click [Security] = [Report & Log] - [Staff Audit Trail] on the left menu.
2. Click Delete Archived Audit Trail tab.
3. Select the archived file to be downloaded / deleted.
4. Click the file name link to download.
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5. Check the check box on the left of the file name and click [Delete] button to
delete the file.

AN Post-effects

1. The archived audit trail file stored as a physical file in ZIP format in the
directory will be physically removed from the WebSAMS server.

2. A new audit trail record recording the deletion action of the Archived Audit
Trail file will be created.

[nn Notes

1. The audit trail of the Staff module can only be downloaded or deleted by
users of the SCHOOL_HEAD user group.

2. Archived audit trail files are in ZIP format. After unzipping, the original
archived audit trail file is in MS-Excel CSV format.

3. Alink will be provided for downloading the archived audit trail files if the user
logins from the SAMS LAN Segment. Outside SAMS LAN Segment (i.e.
ITED LAN or Internet), the link will not be available.
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2.3.3 FMP Audit Trail

This function allows a user to view or download the FMP audit trail which records
the important transactions related to FMP module. The user can also choose to
archive the audit trail records into audit trail files when the system is running out
of disk space. After the archive action, the corresponding audit trail records will
be deleted from the database so as to release disk space. In addition, user can
also download or delete the archived audit trail files.

View Audit Trail

[ Function Description

User can view or download the audit trail which records the daily transactions,
user group assignment or access right maintenance of FMP module through the
“FMP Audit Trail” function.

O Pre-requisites

The FMP audit trail records the access to functions and all updates made to
sensitive data related to FMP module. In each audit trail record, information such
as user ID, time-stamp, name of the function accessed, action performed, before
image and after image of data will be logged.

B User Procedures

1. Click [Security] = [Report & Log] = [FMP Audit Trail] on the left menu.
2. Click View tab.
3. Select Audit Trail Type to be viewed.

[5-SEC20-01] Security > Report & Log = FMP Audit Trail =

w1z Archive Delete Archived Audit Trail

Audit Trail Type {% Daily Transaction Log

C User Group Asigniment Log \
3

" liccess Rights Maintenance La

From To
a0 T P ] (DDUMARAR )
|22.fl 142002 E |U4e1:|4.f2003

Yiew |

Fill in the date range of the audit trails to be viewed or downloaded.
Click [View] button at the bottom of the page.

Click [Open] button to open the file. The audit trails will be shown in MS
Excel format.

B

Post-effects

The audit trail records are presented in a file in MS-Excel CSV format.
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[ Notes

1. The audit trail of the FMP module can only be viewed by the users of the
SCHOOL_HEAD user group.

2. There are 3 types of audit trails:
¢ FMP Daily Transaction Log — records updates to FMP information
e User Group Assignment Log — records addition / removal of user

accounts to / from the SCHOOL_HEAD group and the 6 built-in FMP
user groups

e Access Rights Maintenance Log — records updates to access rights of
FMP functions.

3. For Primary AM and Primary PM schools each having its own WebSAMS
server, the FMP information is stored in the Primary AM WebSAMS server
and both schools share the same FMP data.

Archive Audit Trail

X Function Description
User can archive FMP Audit Trail records through the “FMP Audit Trail”
function.

[ Pre-requisites

FMP Audit Trail records exist.
B User Procedures

1. Click [Security] = [Report & Log] = [FMP Audit Trail] on the left menu.
2. Click Archive tab.

3. Select Audit Trail Type to archive.

4. Fillin the date range of the FMP audit trails to be archived.

[S-S5EC20-02] Security >~ Report & Log » FMP Audit Trail >

View | :-"il.=  Delete Archived Audit Teail
Audit Trail Type %' Daily Transaction Log

 User Group Assignment Log
" Access Rights Maintenance Log

From 2241142002
(DM )

To |D4."D-'-1.QDDB
(DO )

| D Save |

5. Click [Save] button.
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[ Post-effects

1. Audit trail records that have been archived cannot be restored to WebSAMS
system.

2. Audit trail records that have been archived will be deleted from the
WebSAMS database permanently and cannot be enquired from the
WebSAMS online system anymore.

3. Archived audit trail files are in ZIP format. After unzipping, the original file is
in MS-Excel CSV format.

4. A new audit trail record recording the archive action will be created.

[N Notes

1. The audit trail of the FMP module can only be archived by users of the
SCHOOL_HEAD user group.

2. The archive audit trail function can be used when the disk space allocated for
audit trails is running out. After the archive process, the corresponding audit
trail records will be deleted from the database.

3. The ‘From’ date is provided by the system and it is the earliest date FMP
audit trail records of the selected type exist. User has to enter the ‘To’ date.
Then the audit trails within the date range will be archived.

4. A link will be provided for downloading the archived audit trail files if the user
logins from the SAMS LAN Segment. Outside SAMS LAN Segment (i.e.
ITED LAN or Internet), the link will not be available.

5. For Primary AM and Primary PM schools each having its own WebSAMS
server, the two schools actually share the same FMP data set and the FMP
information is stored in the Primary AM WebSAMS server. The archive
action must be done in the Primary AM WebSAMS and cannot be done in
the Primary PM WebSAMS because it does not contain the FMP data.

Delete Archived Audit Trail

[ Function Description

User can download or delete archived FMP Audit Trail ZIP files through the
“FMP Audit Trail” function.

X Pre-requisites
An archived FMP audit trail file is present.

B User Procedures
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[S-SEC20-04] Security = Report & Log = FMP Auwdit Trail = Delete Archived Audit Trail

Creation Date Date (From) Date (To)
1204 2003 012005 A 2003

Click [Security] = [Report & Log] = [FMP Audit Trail] on the left menu.
Click Delete Archived Audit Trail tab.
Select the archived file to be downloaded / deleted.

Click the file name link to download.

a > wnh e

Check the check box on the left of the file name and click [Delete] button to
delete the file.

[ Post-effects
1. The archived audit trail stored as a physical file in ZIP format in the directory
will be physically removed from the WebSAMS server.
2. A new audit trail record recording the deletion action of the Archived Audit
Trail file will be created.
Ld  Notes

1. The audit trail of the FMP module can only be downloaded or deleted by
users of the SCHOOL_HEAD user group.

2. Archived audit trail files are in ZIP format. After unzipping, the original
archived audit trail file is in MS-Excel CSV format.

3. Alink will be provided for downloading the archived audit trail files if the user
logins from the SAMS LAN Segment. Outside SAMS LAN Segment (i.e.
ITED LAN or Internet), the link will not be available.

4. For Primary AM and Primary PM schools each having its own WebSAMS
server, the two schools actually share the same FMP data set and the FMP
information is stored in the Primary AM WebSAMS server. The delete
archived audit trail action must be done in the Primary AM WebSAMS and
cannot be done in the Primary PM WebSAMS because it does not contain
the FMP data.
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2.3.4 Report

Select Report Template

X Function Description
User can produce reports through the “Report” function. Before producing a
report, the report template has to be selected. This section describes how to
select report templates for printing while the detailed instructions of producing
individual reports are described in the individual report sections.

[ Pre-requisites

Adobe Acrobat Reader and Microsoft Office 2000 should be installed in the
workstation to view the reports.

B User Procedures

Click [Security] = [Report & Log] = [Report] on the left menu.

Select the report category and the report language. All reports of the
selected language under the selected category will be listed.

3. Click on the Report Name (ID) link and a list of built-in and user-defined
report templates is displayed.

[S-SEC09-01] Security >~ Report & Log > Report

Category [ 41 Categories |
Language % English ¢ Chinese / 3. Report Name (ID) Link
(B searh ) (EReset)

Report Hame {ID)
“List of functions that can be accessed by User Account outside SAMS LAN Segment (R-SECDDB-E

Template Description Creation Date

Eilt-in Template Built-In 280252003 20:10
3 Test Lefint 4, Report Template Link
PList of functions that can be accessed by User Group outside SAM

1 ist of functions that can be accessed outside SAMS LAN Segment (R-SEC007-E)
BSuccessful Login Log {(R-SECO04-E)

PUnsuccessful Login Log (R-SEC005-E)

BUser Account List by User Group (R-SEC001-E}

Puser Account Profile Report (R-SEC002-E)

Buser Group Access Rights (R-SECO03-E)

* Click B or the link to dizplay the report templater ) and then click the template you need to create the report.

4. Click on the Report Template link to go to the corresponding report
parameter screen.

5. Follow the steps in the individual report’s section to enter the print criteria to
produce the reports.

[ Post-effects
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The report parameter screen of the selected report will be shown for the user to
enter the print criteria.

B

Notes

1. Reports under the Security module are grouped into 3 report categories:
e Access Control Information
e Login Log
e User Group / Account Information

2. A built-in template is provided for each Report Name (ID). It can be
downloaded from the Template function of the Report Management module.
After editing by using the Crystal Reports software, the edited report
template can be uploaded to the WebSAMS server as a user-defined
template.

User Account List by User Group Report (R-SEC001)

X Function Description

Under the “User Group / Account Information” report category, this report lists
out the members of any user groups.

B

Pre-requisites

Adobe Acrobat Reader and Microsoft Office should be installed in the
workstation in order to view the report.

B User Procedures

1. Select "User Account List by User Group Report" from the report selection
page. Click on the template link to go to the report parameter screen.

[5-5EC09-02] Security » Report & Log > Report

User Account List by User Group (R-SEC001-E):-

Built-in Template

Bottonm

(8| Gown |
| r |SYSTEM_ADM]N |WehSAMS Swstern Administator ‘ Enilt-in
| r |SCHOOL_HEAD |School Head | Built-in
| r |ALLOCATION_GROUP_PRI |A]locau'0n Group (Primary) | Builtin
| r |ALLOCATION_GROUP_SEC |A]loca1i0n Gronp (Sevonday) ‘ Built-in
| r |ANP_ADMN |Awardande1jshmmt Teamn | Built-in
| r |CDS_ADMDI |CDS Administeator | Built-in
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S [Secusity Acoess Righ Test [ Userceaed
| r |VIEWGROUP |VIEW CGROUP | User-created
~Top
Format FOF -

Preview & Print | [ <]Back |

2. Check the check box(es) on the left of the user group(s) to be listed in the
report.

3. Select the format of the report to be one of PDF / Word / RTF / Excel.
Click [Preview & Print] button to produce the report.

[N Post-effects

The report will be displayed in a pop-up window which allows user to preview or
print it out.

[N Notes

The Group ID and Group Description are shown.

2. For group members, the User ID, User Name, User Type and User Code are
shown.

3. Report supports selection of multiple user groups.

User Account Profile Report (R-SEC002)

[ Function Description
Under the “User Group / Account Information” report category, this report lists
out the details of the individual user accounts.

0 Pre-requisites

Adobe Acrobat Reader and Microsoft Office should be installed in the
workstation in order to view the report.

B User Procedures

1. Select "User Account Profile Report" from the report selection page. Click on
the template link to go to the report parameter screen.

2. Specify the search criteria of the user accounts to be listed.
Click [Search] button to list out the user accounts.
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[S-SEC09-04] Security » Report & Log > Report

User Account Profile Report (R-SEC002-E):-
Built-in Template

Please input the print criteria.

User Type @ Staff/Others O Student/Parent O all

School Level | Session (* For data access control for Staff and Others accounts)

School Level Becondary School Session Whale Day
User 1D zec_wd_zen_tcher

User Code

User Hame (English or Chinese)

User Group -
Account Status @ all O hctive © Expired
Format PIF -

@ Search ][ @ Reset ][ <]Bac|| ]

(8] o] comhusertome | comesevsortome | tnorcoue | taeriee

’E|sec_wd_sen_tcherl |Chan tal man |B§7C32 |STFDDZ |Staff
’E|sec_wd_sen_tcher2 |Chan tai man |Eij~:2 |STFDD2 |Staff
’E|sec_wd_sen_tcher3 |Chan tai man |Eij~:2 |STFDD2 |Staff

Preview & Print ] [ <]Bac|| ]

4. Check the check box(es) on the left of the user(s) to be listed in the report.
5. Select the format of the report to be one of PDF / Word / RTF / Excel.
6. Click [Preview & Print] button to produce the report.

[ Post-effects

The report will be displayed in a pop-up window which allows user to preview or
print it out.

N Notes

1. The User ID, User Name, User Code, User Type, Login Language, Account
Expiry Information, Password Expiry Information, Last Login Time, User
Account Access Time and the attached user groups of each user account
are shown.

2. Report supports selection of multiple user accounts.

User Group Access Rights Report (R-SEC003)

B

Function Description

Under the “Access Control Information” report category, this report lists out the
access rights of user groups inside the SAMS LAN segment (i.e. within the
trusted network).
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L Pre-requisites

Adobe Acrobat Reader and Microsoft Office should be installed in the
workstation in order to view the report.

“B  User Procedures

1. Select "User Group Access Rights Report" from the report selection page.
Click on the template link to go to the report parameter screen.

[5-SEC09-11] Security » Report & Log > Report

User Group Access Rights (R-SEC003-E):-

Built-in Template

~Bottonr
W] Gowp | Gomoewmm.
| r |SYSTEM_ADM]N |WehSAMS Systern Administrator | Bhuilt-in
| r |SCHOOL_HEAD |Scho-ol Head | Built-in
| r |ALLOCATION_GROUP_PRI |A]locat'L0n Gronp (Primacy) | Built-in
| r |ALLOCATION_GROUP_SEC |A]locat'L0n Gronp [Secondacy) | Built-in
| r |ANP_ADMIN |Awa.rd and Puonizhroent Team | Built-in
| r |CDS_ADM]N |CDS Adroinistrator | Built-in
| r |CL.ERK |Clerk | Biuilt-in
| r |DM_ADM]N |Dam Management Administeator | Enilt-in
| r |DM_USER |Data Managemnent User | Enilt-in
| r |FMP_AOCT_CI_ERK |FN.[P Accounts Clerk | Bhuilt-in
| r |FMP_ADMDI |FN.[P Adrinistratcr | Bhuilt-in
| r |FMP_PE.'ITYCASH_CLERK |FMP Petty Cash Cleck | Built-in
| r |FMP_USER1 |FMP USER 1 | Built-in
| r |FMP_USER2 |FMP USER 2 | Built-in
| r |FMP_USER3 |FMP USER 2 | Built-in
| r |HKEAA |HKEAA | Built-in
|' [ SEC Test Secuity Acoess Right Test | Userceamd '
| r |VIEIWGROUP |VIEIW GROUP | User-created
Format FOF — L

Preview & Print ] [ <:| Back ]

2. Check the check box(es) on the left of the user group(s) to list in the report.
3. Select the format of the report to be one of PDF / Word / RTF / Excel.
4. Click [Preview & Print] button to generate the report.

Post-effects

B

The report will be displayed in a pop-up window which allows user to preview or
print it out.
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[ Notes

1. The report shows the function accessibility inside SAMS LAN segment
grouped by user group and by module.

2. The setting of the View, Edit, Add, Delete & Execute rights of the selected
user groups for every applicable function are shown. For built-in groups, all
functions under the applicable modules will be listed and those non-
applicable modules will not be shown; corresponding to the User Group on-
line function. For user-defined groups, all modules / functions will be listed
except functions under the Customization module.

3. Access right setting of Y’ means having access right, ‘N’ means no access
right and ‘- means the right not applicable.

4. Report supports selection of multiple built-in or user-defined user groups.

Successful Login Log Report (R-SEC004)

[ Function Description

Under the “Login Log” report category, this report lists out the details of any
successful login attempts.

[ Pre-requisites

Adobe Acrobat Reader and Microsoft Office should be installed in the
workstation in order to view the report.

B User Procedures

1. Select "Successful Login Log Report" from the report selection page. Click
on the template link to go to the report parameter screen.

[5-SEC09-05] Security > Report & Log > Report

Successful Login Log (R-SEC004-E):-
Built-in Template

Please input the print criteria.

Date Range From To
(DM ™Y (DM ™Y
05/08/2015| 05/08/2015
Format FIF -

Preview & Print ] [ I@ Reset ] [ <]Bac|| ]

2. Specify the date range within which all the successful login attempts will be
included in the report.

3. Select the format of the report to be one of PDF / Word / RTF / Excel.
Click [Preview & Print] button to generate the report.
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[ Post-effects

The report will be displayed in a pop-up window which allows user to preview or
print it out.

B

Notes

All' login attempt records are stored in the system. The Login Date & Time, User
ID, User Name, User Type and User Code of the successful login attempts are
shown in the report.

Unsuccessful Login Log Report (R-SEC005)

[ Function Description

Under the “Login Log” report category, this report lists out the details of any
unsuccessful login attempts.

B

Pre-requisites

Adobe Acrobat Reader and Microsoft Office should be installed in the
workstation in order to view the report.

B User Procedures

1. Select "Unsuccessful Login Log Report" from the report selection page. Click
on the template link to go to the report parameter screen.

[5-SEC09-06] Security > Report & Log > Report

Unsuccessful Login Leg (R-SEC005-E):-

Built-in Template
Please input the print criteria.

Date Range From To
(DD/MBMM Y™™} (DDMMM ™™ ™)
05/08/2015 05/08/2015
Format FIF -

Preview & Print ] [ @ Reset ] [ <]Bac|| ]

2. Specify the date range within which all the unsuccessful login attempts will
be included in the report.

Select the format of the report to be one of PDF / Word / RTF / Excel.
Click [Preview & Print] button to generate the report.

[N Post-effects

The report will be displayed in a pop-up window which allows user to preview or
print it out.
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[ Notes

All login attempt records are stored in the system. The attempted Login Date &
Time, User ID, User Name, User Type and the failure reason of the unsuccessful
login attempts are shown.

List of functions that can be accessed outside SAMS LAN Segment Report

(R-SECO007)

Function Description

B

Under the “Access Control Information” report category, this report lists out the
accessibility of functions outside the SAMS LAN segment (i.e. ITED LAN
Segment or Internet).

L  Pre-requisites

Adobe Acrobat Reader and Microsoft Office should be installed in the
workstation in order to view the report.

B User Procedures

1. Select "List of functions that can be accessed outside SAMS LAN Segment
Report" from the report selection page. Click on the template link to go to the
report parameter screen.

[5-SEC09-10] Security » Report & Log > Report

List of functions that can be accessed outside SAMS LAN Segment (R-SEC007 -E):-

Built-in Template

#Bottorr

Module Hame .

|Assassma1t
|Aﬂf:nd3nc£

|Awa.rd & Punishroent
CDE

o O

Code Management

|Cust0rnizati0n

|Data Manageroent
|E—M3.il
|FMP
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iSchool Managemnent

|Sa:mrity

|SPA

|Sp63i3.1 Assessment
|Staﬂ"

|Sta.ﬂ" Dieployment
|Studfmt

|Studf:nt Artivities
|Tj:n.etabling

o e

~Top
Format POF =

Preview & Print J [ <]Bac|: ]

2. Check the check box(es) on the left of the module(s) to list in the report.
3. Select the format of the report to be one of PDF / Word / RTF / Excel.
4. Click [Preview & Print] button to generate the report.

[ Post-effects

The report will be displayed in a pop-up window which allows user to preview or

print it out.
Ld  Notes

1. The report shows the accessibility of functions outside SAMS LAN segment
grouped by module.

2. The master settings of access from the Internet and from ITED LAN
Segment are listed at the beginning of the report. Besides having the
accessibility of functions, these master settings must be turned on before the
functions can actually be accessed from Internet or from ITED LAN Segment.

3. The View, Edit, Add, Delete & Execute rights of the functions under the
selected modules are shown.

4. Access right setting of 'Y’ means having access right, ‘N’ means no access
rights and ‘- means the right not applicable.

5. Report supports selection of multiple modules.

List of functions that can be accessed by User Account outside SAMS LAN

Segment Report (R-SEC008)

L Function Description

Under the “Access Control Information” report category, this report lists out the
accessibility of functions by user account outside the SAMS LAN segment (i.e.
ITED LAN Segment or Internet).
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L Pre-requisites

Adobe Acrobat Reader and Microsoft Office should be installed in the
workstation in order to view the report.

“B  User Procedures

1. Select "List of functions that can be accessed by User Account outside
SAMS LAN Segment Report" from the report selection page. Click on the
template link to go to the report parameter screen.

Specify the search criteria of the user accounts to list.
Click [Search] button to list out the user accounts.

[S-SEC09-08] Security » Report & Log > Report

List of functions that can be accessed by User Account outside SAMS LAN Segment (R-

SECO008-E):-
Built-in Template
Please input the print criteria.

School Level | Session (* For data access control for Staff and Others accounts)

School Level Secondary School Session Whole Day
User D zec_wd_sen_tcher

User Code

User Name (English or Chinese)

User Group -

Account Status @ A1l O Active O Expired
Format PIF -

[E{ Search ] [ @ Reset ][ <]Bac|| ]

MNote:
1. This report is NOT applicable to Student and Parent accounts.
2. Onby STUDENT group can be attached to Student acceunts and PARENT group to Parent accounts.

3. To Preview & Print the report for the List of Functions that can be accezsed by Student or Parent accounts outside
SAMS LAN Segment, please click on the follewing link and select either STUDENT or PARENT group:

List of Functions that can be accessed by User Group outside SAMS LAN Segment (R-SECO08-E)

W] en. | osimes | cmomimeromre | s | i |
|E|sec_wd_sen_tcher1 |Chan tal man |E§_‘k2 |STFDDE |Staff
E|Sec_wd_sen_tcher2 |Chan tal man |B§7"\‘E |STFDDZ |Staff
E|Sec_wd_sen_tcher3 |Chan tal man |B§.7"\'i |STFDDZ |Staff

Preview & Print ] [ <:]Bac|: ]

4. Check the check box(es) on the left of the user(s) to list in the report.
5. Select the format of the report to be one of PDF / Word / RTF / Excel.
6. Click [Preview & Print] button to generate the report.

B

Post-effects

The report will be displayed in a pop-up window which allows user to preview or
print it out.
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[ Notes

1. The report shows the accessibility of functions by user account outside
SAMS LAN segment.

2. The master settings of access from the Internet and from ITED LAN
Segment are listed at the beginning of the report. Besides having the
accessibility of functions, these master settings must be turned on before the
user can actually access the functions from Internet or from ITED LAN
Segment.

3. The View, Edit, Add, Delete & Execute rights to every function of the
selected user(s) are shown.

4. Access right setting of ‘Y’ means having access right, ‘N’ means no access
right and ‘- means the right not applicable.

5. A user account can access a function only if the account is in a group which
has access right to this function and the accessibility of this function outside
SAMS LAN Segment has been turned on in the Location Access Control
function.

Report supports selection of multiple user accounts.

Only Staff & Others accounts can be selected and listed in this report. For
Student or Parent accounts, refer to the ‘List of functions that can be
accessed by User Group outside SAMS LAN Segment’ report (R-SEC009)
and select STUDENT or PARENT group.

List of functions that can be accessed by User Group outside SAMS LAN
Segment Report (R-SEC009)

J  Function Description
Under the “Access Control Information” report category, this report lists out the
accessibility of functions by user group outside the SAMS LAN segment (i.e.
ITED LAN Segment or Internet).

[ Pre-requisites

Adobe Acrobat Reader and Microsoft Office should be installed in the
workstation in order to view the report.

B User Procedures

1. Select "List of functions that can be accessed by User Group outside SAMS
LAN Segment Report" from the report selection page. Click on the template
link to go to the report parameter screen.
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[S-SECD09-09] Security > Report & Log > Report

List of functions that can be accessed by User Group outside SAMS LAN Segment

(R-SEC009-E):-
Built-in Template

+Bottom
T T T
| r |S'Y'STEM_ADMD‘J |WE:I:SAMS Systern Administrator | Built-in
| r |SCHOOL_HEAD |SchoolHE:3.d | Built-in
| r |AI_J_DCATION_GROUP_PRI ‘A]locafion Crronp (Prirnary) ‘ Bilt-in
| r |ALLDCATION_GROUP_SEC |A]loc:ition Group (Secondary) | Built-in
| r |ANP_ADM]I‘I |Awa.rd and Punishment Tearn | Built-in
| r |CDS_ADM]N |CDS Adroinisteator | Built-in
| r |CI_ERK |C1E:rk | Built-in
| r |DM_ADM[N |Data Managerent Admministrator | Bilt-in
| r |DM_USER |Data Managerent User | Brilt-in
| r |FMP_ACCT _CIERE |FMP Aooonmts Clerk | Built-in
| r |FMP_ADMDI |FMP Administrator | Builtin
| r |FMP_PE.'ITYCASH_CLERK |FMP Petty Cash Cledk | Built-in
| r |FMP_USER1 |FMP TJSER 1 | Built-in
| r |FMP_USER2 |FMP TSER 2 | Built-in
| r |FMP_USER3 |FMP USER 3 | Built-in
| r |HKEAA ‘HKEAA ‘ Built-in
i r iPARENT iPa.rmt i Built-In
| r |REPORT_ADMDI |REp0rl Management Admintstrator | Built-In
| r |SENIOR_'IEACHER |SEJﬂ0r Teacher | Built-In
| r |STAFF |Sta.ff | Built-in
| r |STAFF_MANAGEE\{ENT_1 |Sta.ff Management 1 | Built-in
| r |STAFF_MANAGEMENT_2 |Sta.ff Management 2 | Built-in
| r |STAFF_MANAGEMENT_3 |Sta.ff Managerment 3 | Bult-in
| r |STUDENT |Studf:nt | Built-in
| r |STUDENT_HELPERS |StUdE:ntHE:lpE:rs | Blt-in
| r |TEACHER |TEachE:r | Built-in
| r |TMETABLD‘IG_ADM]I\T |Tjrnf:tab]jng Adrinistrator | Built-in
| r |TMETABLD‘IG_USER |Tjrnf:tab]jng User | Built-in
| r |DAN[EI_._CI-IAN |AAA | User-rreated
| r |ABC |ABC@#$$ | Ulser-created
| r |Dam'f:l |Dani&:1 | Ulser-rreated
| r |DCHAN |DCHAN | Ulser-created
| r |SCH_HEAD2 |SCH_HEADQ. | User-created
| r |SEC_T&st |Sacu.rity Access Right Test | Ulser-raeated
| r |VIEWGROUP |V[E.'W GROUFR | User-created
~Top
Format PDF -
Preview & Print | [ <]Back |
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B

B

2. Check the check box(es) on the left of the user group(s) to list in the report.
3. Select the format of the report to be one of PDF / Word / RTF / Excel.
4. Click [Preview & Print] button to generate the report.

Post-effects

The report will be displayed in a pop-up window which allows user to preview or
print it out.

Notes

1. The report shows the accessibility of functions by user group outside SAMS
LAN Segment.

2. The master settings of access from the Internet and from ITED LAN
Segment are listed at the beginning of the report. Besides having the
accessibility of functions, these master settings must be turned on before the
users of a user group can actually access the function from Internet or from
ITED LAN Segment.

3. The View, Edit, Add, Delete & Execute rights to every function of the
selected user groups are shown. For built-in groups, all functions under the
applicable modules will be listed and functions under those non-applicable
modules will not be shown. For user-created groups, all modules / functions
will be listed except functions under the Customization module.

4. Access right setting of ‘Y’ means having access rights outside SAMS LAN
segment, ‘N’ means no access rights and ‘-* means the right not applicable.

5. Users of a user group can access a function only if the user group has
access right to this function and the accessibility of this function outside
SAMS LAN Segment has been turned on in the Location Access Control
function.

6. Report supports selection of multiple built-in or user-created user groups.

List of Access Time Profile and user account(s) assigned Report (R-SEC011-E)

Function Description

Under the “Access Control Info” report category, this report lists out the user
account(s) of any Internet Access Time Profile(s).

Pre-requisites

Adobe Acrobat Reader and Microsoft Office should be installed in the
workstation in order to view the report.

User Procedures
1. Select "List of Access Time Profile and user account(s) assigned Report"

from the report selection page. Click on the template link to go to the report
parameter screen.
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[S-SEC09-12] Security > Report & Log > Report

List of Access Time Profile and user account(s) assigned Report (R-SEC011-E):-
Built-in Template

+Bottom
IO T T
[m [parewr [Built-in profile for Parent user type | Bmilt-in
B STAFF_OR_OTHERR Built-in profile for Staff or Other unser type Built-in
B STUDENT Built-in profile for Student user type Built-in
] |TEST TERT123 User-created
~Top
Format PLF -
@ Preview & Print ]{ < Back ]

2. Check the check box(es) on the left of the profile(s) to be listed in the report.
3. Select the format of the report to be one of PDF / Word / RTF / Excel.
4. Click [Preview & Print] button to produce the report.

[ Post-effects

The report will be displayed in a pop-up window which allows user to preview or
print it out.

[nn Notes

1. The Profile ID and Profile Description are shown.

2. For School Year, the User ID, User Name, User Code, User Type and
Class are shown.

3.  Report supports selection of multiple profiles.
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2.3.5 Purge Log

[ Function Description

User can delete the successful and unsuccessful login logs permanently from
the system through the “Purge Log” function.

[ Pre-requisites
The log records to be deleted are not required to be retrieved anymore.

B User Procedures

1. Click [Security] = [Report & Log] = [Purge Log] on the left menu.
Select the type of login log to be deleted.
Fill in the date range of the log records to be deleted.

[S-5EC12-01] Security > Report & Log = Purge Log

Login Log Type |Successiul Loginiog ~|
From 28002002
(XIS ]
To 6003
(DD
7 Delete |

4. Click [Delete] button.

[N Post-effects

All purged logs are removed from the system permanently. There is no way to
recover purged log records.

[N Notes

1. WebSAMS logs every login attempt in its database, regardless whether the
attempt is successful or not. For failed login attempts, the failure reasons will
be recorded.

2. To free up space in the database, the system administrator may purge the
log records when necessary.

3. By default, the ‘From’ date is provided by the system and it is the earliest
date successful / unsuccessful login log records exist. The ‘To’ date is also
provided and its default value is one day before the system date. User can
modify both dates, and then the successful / unsuccessful login log records
within the date range will be purged.
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2.3.6 View Backup Log

[ Function Description

User can view the database and server backup / recovery operation log files
through the “View Backup Log” function.

[ Pre-requisites

The Data Backup log file and Server Backup log file paths stated in the System
Configuration function should be entered correctly so that these log files can be
retrieved.

B User Procedures

Click [Security] = [Report & Log] = [View Backup Log] on the left menu.
Select Log File type.

Fill in the date range of the backup log files to be listed.

Click [View] button.

AP 0w DN PRE

[S-SEC15-01] Security > Report & Log = View Backup Log

Log File |Data hackupfrecovery log j

CreationM™odify Date From To

of Log File (DDA ) [DDmrAS )
|Ol 52003 |15;05;QL‘03

| ¥iew |

Mote: Please gotothe corresponding file path in the YWiehSAMS Server to delete a log file. The file path is recorded in the function of
"System Configuration”.

List of log files for the above period:
hackup oy $— —
* Click onthe links of the log files for dovenlosding. LOg File Link

5. Click the log file link to download / open the file.

[  Post-effects
The corresponding log files will be listed below the search criteria in the same
page. The user can view the log files or download them.

Ld  Notes

1. The log files contain only the summary of backup / recovery operations
carried out in the WebSAMS server. The summary includes date / time of the
operations and whether the operations are successful or not.

2. The file format of the server backup log file is dependent on the server
backup tools used.

3. Size limitation for database backup / recovery log and server backup /
recovery log is set in System Configuration function. If the size has reached
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80% of its limitation, an alert message will be displayed after users of the
SYSTEM_ADMIN group login to WebSAMS.

4. No deletion function of the logs is provided. User has to go to the

corresponding directory in the WebSAMS server to remove the obsolete log
files.
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2.4 Security Check

2.4.1 Security Check

This function allows users to monitor the WebSAMS server and network security
using the Security Check Summary Report.

X Function Description
This use case allows users to monitor the WebSAMS server and network
security using the Security Check Summary Report.

Ld  Pre-requisites

1. The user must be logon first
2. User should belong to School Head group, WebSAMS System
Administrator group or Securtiy Check group.

B User Procedures

1. Click [Security] = [Security Check] on the left menu.
2. Secuirty Check page will be shown [S-SEC13-03].

[S-SEC23-01] Security > Security Check

Daily Security Check

@® Enable O Disable

Option(s)

Scheduled Scanning Time : [hh:mm)

System scanning should not be scheduled within the daily system backup period.

Notify us when an exception report is generated.

Supplementary Information of Windows Server 2012 Settings in WebSAMS Server

IP Address for connecting NAS

Mame of Windows Firewall Rule for WebSAMS wehszams
Please refer to Section D of Appendix 7 in "Doc 33 - Installation Guidelines for Web5SAMS 3.0" for details of the "Firewall
Rule Mame".

@ Reset ][ E Save ][ E Save & Perform Scanning J[ Report Repository ]

Summary of Security Check (as at 16/08/2017 20:08)

In the exception report,
2 item(s) found in WebSAMS Server;
0 item(s) found in HTTP Server;
0 itemi(s) found in WebSAMS Router.

Mote

The Security Check function iz designed to facilitate schools to check the basic system security settings of WebSAMS (for
detailz, please refer to "Doc24 - Network Integration Guideline For Mew School", "Doc 36 - Rules for Configuration of
WebSAMS Router and Internet Gateway” and "Doc 33 - Installation Guidelines for WebSAMS 3.0"). For technical support,
please contact WebSAMS Helpdesk. For other enquiries, please contact your School Lizison Officer of our WebSAMS Team.

3. Select “Daily Security Check” option to enable or disable the generation of
Security Check Summary Report.

4. Input “IP Address for connecting NAS” and “Name of Windows Firewall Rule
for WebSAMS”as the report parameter. These 2 information can improve the
accuracy of the Security Check Summary Report

5. Check the option “Notify us when an exception report is generated.” to
receive notification if there is an exception report.
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6. Click “Save” to save the setting or “Save & Perform Scanning” to save and

immediately generate the Security Check Summary Report.

[am Post-effects

1. If “Save & Perform Scanning” is clicked, system will generate the Security Check
Summary Report.

2. A report entry will be generated into Report > Repository and you can
download the report “R-SEC13 Security Check Summary Report”

3. A summary section will be shown at the bottom of the page to display the last
scanning result.

[J  Notes

1. The scanning logs from HTTPS server will be uploaded to WebSAMS server
automatically.

2. The Security Check Summary Report will be generated daily according to the
saved scanning time if it is enabled.

3. If warning is found in the Security Check Summary Report and option “Notify
us when an exception report is generated.” is checked, a notification message
will be displayed during login.

a g0 to Report Management = Repository to wiew the "Becurity Check Summary Report".-
BY14/06/2017 20: 108 RRIRTRE P EES: 7 BEIRE » HRERETH - TERA [ ARETHTEEE
&l -
[ 1o not remind me agaln
4. You are advised to follow the insturciton in the Security Check Summary

Report to review the outstanding issues.
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