# 2 g

$LZ - ,?‘.'l

A



- FEIEE
REAs!
1551485l
AR
{1 B FERIZH
BRI TR TR EDR
EMEHEAR
EARRN
IREEHEEANE

Y

AR

LBRE
MEmELIERE

RENTERE

- BERKR
R EE
BE EER EtAiF
e EEIIEER
®E
SE A

- ERIRHEEE
RIERHER
BRIEEARS
MERELRKEE

! SEC - (2)
EEEREEH



- R
FF 4kl
15 hll 4
RAFE
i1 & = AV il
bR SRFRIREER R
SHC#AF
Z AN

SEC - (3)



Pjeb
Ve | R AL - GEBES

T

—"}g’,*guq S

«li> SEC— (4)



AAEE - FEIEH

[S-SEC02-01] RERR%E - FREHE - HFER

n AREEH .fsamaﬁfﬂ A _

[] SYSTEM ADMIN

[] |SCHOOL HEAD HE -
O ALLOCATION GROUP PRI iﬁéﬁiﬁﬁasﬁ(dx&‘) -5
ID iauucmom GROUP_SEC SUSECE(PE) -5
I’D ANP_ADMIN SR B4
[ TEACHER ESE] RE
[] TIMETABLING ADMIN HEFEEHES R
[] TIMETABLING USER BERAR e
[] /BC ABC RBE&E
[] EddieTest abc HPE=E
] lr_a_gn_ram ABC RPEE
0 i& asdfsad HPE=E

|
o3
T

-S.u:%

SEC - (5)



AAEE - FEIEH

¢ RS [S-SECD203] £4ER% » SHEEl > ASEA > 2 HER
v fFEiREl BERsE CFinisdy EsERRE R
HE AR ARIETE CLERE
R £
155148 5! A s LT ST N e aiad
HE 5288 R-SECO03-E/C 155 b ks A AR Bl Bt T B R R
LBEFIIES
EHAERERER R

- - P eaE

B AR > @ohEE

s b

EEHMBENNE & FEUER - Google Chrome — O
[S-SECO204] £5R% > FMiEHE > ARER > SR
t e[ il = =1
BERTE R BT Re F2 B PR
ERIREEE B RIE CLERE
#H RIEREA Clexk
o 3748 RllsR EH Eid
iE B TEE A EED

* 5% R-SECO03-E/C IEL#RE R FARIA BRI ER

‘BT

Wi . g
EHRE - BNEHEY
(@ [FusE - mhEnRe [ [ [ [ | |
LS O 0
E_IEEE%%%%%EJ
O[ReswEe - BEBRRERH 0 0
(@ [rEoEE - BAEnEA [ [ [ [ | |
(O iEZasE - e EBEEN O O
fﬁb#ﬁhéﬁﬁ 8 4HL = \hEFE AT [ ;] [ ]

SEC — (6)



AhiEs - HREH

5-SECD9-1] #45{R3F » S BiLkE > S

AR5

A BE4A5IFFEERR (R-SEC003-C):-

31485 IR E A :
AE g
SR ﬂ_
BT RES STSTENADNIY WrpEamEEE 000 | EE
e g SCHOOL_HEAD RE =
AR () [ALLOCATION_GROUF_PRI S B NS T
= T EE S (O |ALLOCATION_GROVP_SEC B {37 55 B 4l (FHER ) e
i () |APL_ADMIN ERSEEHEA =

v RERH O) |Ap_aDi R w
Eaties O [cos_any FEAGEEAR =
e paabed O [cuer = ==
P O TR S [ () [DH_ADN I SR EEEEE -

- o®E ) |ow_vsER ERERRF ==
BB ) |DQT_aDN I SHENTOEEE e
s R O |por_vser FRRGLERE ==

> TREHEE ) |FMP_CCT_CLERE G EEE 18 ==

“?rE'FF L= I " ?_—ﬂ

= 30 PIF v~ .

(BrErse | QEEmNE )

SEC - (7)




ARAE - w4

R-SEC003-C H #7: 04/08/20
=5l
Fi A BT U RR
B 20 N0 5 =4 15 H
#H72M8 : CLERK MR : =
BEgH / ThaB b A Bk b i R ;T
SREH
SER
SirE . BREEEE Y : i
EER - EEEEAT Y - Yy * Y
BREE - RART Y Yy * - -
BREE - RSN Y Y * ; i
BRER - E - — U Y Y * Y * Y
BRER - X E - HuFEF—f s . - - Y
BiRER - - BB E y = Yy Y * Y
BREE .- L H -HUFEFREEXSH N N
L2 5 8
B - eSS Y Y * Yy * Y
B3 - RERW® Y Y * Y * Y
RO - SRR Y Y Y * Y
HEs &
BT
PEEIEEL - ERIEAEE Y Yy * Y * Y
Y * Y

SEC — (8)




BhiEs - HEEH

BB - 7 BB - HEed 5o
[S-SECO2.07) RhRS > FPHLES) > PSR > SRS AH

_FPEEReS  FEER (I S

&0 1), % ANP_ADMIN
SRR sl g
U P @ HEE O Ei
L L
Hdia kB AR
|:| FF&H - FFs e I T T
123456 r = it
D anp_staff r"ﬁ_' q L alisg =]
] samskvk F: A0 SR g =]
(2 ik | (QiEmmE |

SEC - (9)



(82 spgme]

FLEHE R

‘ﬁ»ﬁ»ﬁ‘
R TR A

fz; a\\
=0 0=
\ C, ’

FLEVYEPTH | \
(L?,:’

?%ﬁ»@&ﬂgﬁ*)<§k
FAEVEETH

?‘7}*"%‘;])‘ i *

SEC — (10)



(NS

"l’

wevne | R RPELE - FEIEH

[S-SEC11-06] %R %= > FTEEH] > 1SEIERI > B4 EREIEER

EATAE EAWAEE S4FEEEAE
S4LTEPEFRRE SELTREEEHAEE
SEERNEERE
HEE

i

=3

BEEREEEE

HEERFEES

EEEIEEES

[S-SEC11-03] #FiRE > TEES > FHIER > BoBAER

W|oEAE SEFHENE SEFHEREE
S4£SBMTEHRAE S4SLBNEEHREE
BAWAEER
i

Eot ALE

FEZED

EEEETEES

SEC - (11)



Web
/K“ o R AAims - HFEEH

[S-SEC11-01] Fifeffids > ZRuridd >SRN > Feen A6

EfEicE

s e EAEAEE S4EEEEEGE S4EHEETR
SESEMETENEH A E  SESEMEENE RS

BT
W] HAEEE. |  EXEEER | hxAERE | BSmR
gln:a the Lam Fa thy Lam "ﬁ{ﬂ
ﬁ"}?f_f tong FEf_f_TDng [T |F{E
] |PWCS.".HE FTF‘.FFDDEE Fﬂlﬁ
(] "se::_wd_sen_tn:herl F'han tal man Fﬁﬁ "%Eﬁ_ﬁi
] "spalwp o Wai Ful Eﬁt‘a ||ﬁfﬂ

| B s || 0 Mk |

SEC - (12)



(\Neb
Ty

S Owee | AL - G EPEH
BB - 7 5w
SCHOOL_HEAD FMP_ADMIN
R’ Mg RERE

SYSTEM_ADMIN
* RYARIEE

FMP_ACCT_CLERK
MBEEE 2

STAFF_MANAGEMENT_1

FMP_PETTYCASH_CLERK

¥t i g

KBE PR | PBFRETTE 2 f
STAFF_MANAGEMENT_2 FMP_USER1, 2, 3
KRR FE 2 pasgE® s 1 2 3
STAFF_MANAGEMENT_3 SAM_ADMIN
KBREZE 3 T HBFRA
STA_ADMIN WFSFAACSF O _ADMIN

AP R TLT HHAIES

SEC - (13)




¢ FEIER
REAa!
155048 5!
RBR
{0 B FEUZEH]
ER A F RS IREET
ERMEH#HRAR
BEARRR

REESHEATE

atiE
B EERE+ LR
P e e R REIE R HE

BREGLH
. DRRHEE
ETHE

H—
AR

#*

BEEL - ¥ 2 - bR
[S-SEC04-01] #F{RE > EEFH » AE » M=HE
IS RREARE RESLITERP

Gk OF - CVETOLE3 =P
BRRBASES ¢ ARHBENEMEENEREIEE)
SRR B A S R EE5 v
FAEEE ¢ BEEA) [ staff |
AERE | |
* THBE . ARERMARKIES THREREE. 0 TBE/REL AFERRG TBEIMESRL
AR EAR TEth, AP ER
AE#AEXAPY) |
)=k | v
PO ® 2 Opm Ozym
EXE))-EE)
MW B[Iv] 22 M BT

staffOl

Chan Tai Man

sta

Lam Siu Ming W\Eﬁ

SEC — (14)




‘ AAEmE - B4

ARRE , P
% . nggﬁl‘\l - B %ﬁ-jﬁf]}&? x>
] [
FERIZH] [S-SEC03-01] SH{RE > TG > FS > HiSEAHS
AEAs! EEEE (GidEL S wesds/RERS
4*EU£EE'U EArap RS RRHI (R s E R it A SR E R EmE eI EH)
oA EAEIRBI [ &R ~ ERPTIEGEE [ B v~
AE AE#ER @EEE OBE OFFE O
. RS {eRE
{EE#EL‘*J = r?ﬁ:ﬁ%J FHJ‘Z'”%EUE%EHJEWE%% FrFEEIREKE,. - "8BX/FEE. malBllm TEEFEMMERIE . -
i 4 £d RS RE-FmEAR TEHik , BEER
EM AT R At R S |
EMEHAE =W |
= RS FIHA
FARRN ; p—
» ® el [31/1/2024 ) | B
MEEHEANTNE EXAEHS ~N——
e el == =F o= |
{EREE EpST ~
B ALTR AE ISR
— o TEEEFERMIR c % T ST ERARER o AUSE EFRRIEE
&t 2825 © (o5 : [ov] = ZBv] : [ov] O 24 1%
EHAA B B e CN
B EEHN B . ® (6~ : (00~ ]| Z [23~] : [D0O~]| O
2538 ® (g6~ : (00~ ] ZE (18~ : [oo~]| O 24 g

R1%5 B R R BN E ST E It IS Tk -
e O & FEIHE @Eiﬁ?&%) @ | e
BIEALTT =E AR =F |

$8 38 S {0 B8 EEEEENEREET S

» ERIEESIE B 4R B0 B B A7 R 15 B8 185 B S O, G
FFik [ ssEeeR || 18 peed |

EEEIIEEIS

E

SEC — (15)



*

- FHB A

B

[S-SEC04-02] %:RE > FEEH > AF = #=HF

FHEHS FiEEARE FESE/RERP
BB ER

EEABHMGE @ mELn

B R BUAR ARSI - RERAEAEMASNSRERMLE)
BARERBl e - BRERRE (23R v

RS @FWA  BE O FE O Hit
AEHKE

T THIRE . ARRAMNERNER THHERT. 0 TRE/HEL AFRERRIS TREEMRETEL
A RHAL T Hith , AR

RBEE ¢ ArgN staffol
@EE. F e de Ak
WARTE | |
BEHEEI
R
© ey, (3171112024 B
BYREHE ‘Chan Tai Man ‘
P BES ‘ﬁj{j ‘
EREE B
RPAENRR
“BEEIIEIR . &% [ 2EE IR, A3 S
BHEH ® (06~ [00v] E [25v] : (oo~ O M=
BRI~ ® [66v]:[00v Z[2Bv]: 0~] O 241
ZHH ® [66v]: [00~ = [18+v]: 00~] O 24 1E
S5

5 AETEAH
O #x7zi @ (DD/MM/YYYY)
[=E A Ha=I=F

EEEEE - EEES

£ 4 it B B 48 72 B PR AT SR O STAFF OR OTEERS
AT

(s HeE | <E=RHEF

SEC — (16)



BARE - FEEWH

BB - % v

ARSI T

- BB RN Fa-z (A1)

- IR RN FEA-Z (K18)

- BIE#(F0-9

- BERAFR(ABEBZER)
P EFTS L LB IRGE -
ZERE : 8-40%FJT
ABEL P B EIEAZRE

SEC - (17)



we| RAPES - HEEH

B BB - %3 T IR o5 £
- I

AR5

1551485

AR

i EFEIES
BRI PREER

"I'

[S-SEC25-01] & &R » FHIEH » RIESLNBHTIE

BEWERET

SETBEZ | BEEE | BEE | e _
«i% £ B AR sing | TOLAE ﬂﬁ%ﬁ“ SREEH

AN EfR Ik
[

YUEN AARR |B—Z abc@sservices. hkedcity.net
ERMESERP 0O One One —— stsim@edb.gov. hk dchan@mail .com
SARM 0 KQ CCC DDD|& =00 [cde@school .edu.hk ]
MEZHEHTE () |SiuStepOne |BR&k— sosin@wahoo. com
RIE
{2 T2 A E (th S 56
A=
BE R e E “REBBAR” B |supervisor@chool .edu. hk;abcd56@
%%"’;Em gl team.cem
/£
ﬁmﬁﬁh%ﬁ-l‘ﬁﬁ BwERRA R ARER supervisor@school . edn. bk ;def78%@ R EEIEA5 supervisor@school .edn.hk;ghil35@
Fa‘ﬁ%ﬁﬁﬁﬁ%ﬁfﬁﬁ team.cem = team.com
- “ “
HE TNRER—EEHEH . B ARFENSEM AL -
. | 877 |
BIEALET 5
3B 1 fge YNEAPWEERY B EERRAPARNREL » SR RRAHE ST wREAE E5F - AEEEWRIER -
- S 2) MEAPERIEEY wEER AP ERNER 12T » APEFHsWR ERNEREwEEEAPERER -
» ERIEEETE 3 MFEALEREEY wEESHENIET BT APEESEWR SHIZREEwREIRISETEMIE -
= 4y FABE  NE S ETERREEEERAET > FEEEEHBEER -
e S)EHMEHAR g EERnRRAPEREM - wEERAPERNER BT eEEHEM T BT

MR T H i EHA At » 2GSRBS H M TE EF I -
iE SEC — (18)




Web
g e E_L AELE - ’,‘;B&Kﬁr};q

#ER - TR RS
s EERBREA - WA HA RN AR AR

SEC - (19)



Neb |
&%ﬂ%&xw\: R

ER-BREBERET

—

-k R

WebSAMS
. BRE



AAEE - FEIEH

FERER - 2R RS

[S-SECO7-01] HEEF > EWiEE > iEEmiEa

ERSRAREN (BUNANNRHERSHERS) CHERZES

> B8/ 05

> EinEE

> ErER @ SEERSREESs (FUENHEHNEEETERE ) TRER - Internet Explorer

b= EE

i% [5-SECO7-02] HERE > T > NEFHES

b;

b;izzﬁ SEGREAFRSS) (ANFANEISHEIIES) FIER

D R s BIE/EE SWEE

> s EE

B yEsEn v

S Tt | mys | men | mas | mas

FEEsHas |¥ﬂﬁﬁ-¥m§$ﬁﬁ | | | | |

Eggi:ﬁm BRAT  SRBEZES | | | | |

PuBEEREa || U EREN-HSEH | | | | |

D BiHE @ [FEER - eeE | | | | |

E%ﬂég FRER - X - WX | | | | |

bggizﬁ v BREN - - EfARE—EXE | | | | |

PEREnTa @ FREE - RERARE | | | | |

i% v EEmE - mEew | | | | |

b aGEE B | | | | |

N [ AR EREAER | | | | |

[‘:% [V BRI - HARE | | | | |

m HRIET -HANE - LERSEEEER | | | | |
TEEEeTEEE HEER  HEREEE | | | | |

SEC - (21)



E AR5

PN

. Schools
2%

End user

ST

WebSAMS Server
for DR
§ e R R AR
{EiE#Z

Internet

Internet Firewall /
VPN Gateway
BB B A /

VPN [ 85

Production Centre
FiR

Host Servers
with data storage

(VMs are installed inside)

FHEGETRR
(RS ZEE)

Backup Appliance
féthas

=]

Support Team

SeHEL

SIESL ¢ LRI
B AESEN

The backup will be transmitted.

EIES)

l

Off-site backup
1B5MED

Secondary Centre

EfEiEh




Ehmik#s ()

S ERE ARG ESmASERE

TP B AR T AER = TEuRYEE

BRETEEERR

H S AR

» VPN TfEuh (FERRFREERRF AV ERVE REESE A TIERD)

> B LIEVS (8
> BONLIERE (PE

RE

RE

B EREERY ITED T{EkL)

HEREEEY Internet TfEME)



Ehmik#s ()

= FNIBIIAEE - AMPOIR "' EimiRIFERE

MEEERAFHR 2022 & 8 B

[S-SEC30-01] 4 (R%E » BlRFHSE > R LESSHSIE

[dbonly20220312075611_1321 25112021 tar. Tz w |

JBoss{EEE

[l taF

HEESLHHRE

TaE RS 2EHE O
EER RS REHEERES = HBRE:

3

TEHEEETEHHY
R EESSEETHE

RiTH S 24T 312
SEE Mt = 3.0.0.25012022
EEHERN

L N 3




Ehmik#s ()

#iRINEE - RPOIR "EimiRFEE

ELBD

SHEMNERMD 2023 F 148

y

BEER
S5k
HRAASRR(RREHEIR
24238
SHREEpkS
FE SR
SR
BELRS
EESENR
EAEE
BEEFEER
HEEE RS
S5k
ERFERSBEZHBEEE
BEEE
ENER
FHRBENTAR
ATENE
s el = AR HE( 48 hlR)
EsEl=R& P77 )
REEE
i BRERR
FUEH
RE
BERLH
ERRBER
RERSER
BERIRIERS

[S-SEC30-01] %% RZE > ERMBEE > B LI RELHEE

dbonly20230210120518_

Boss{giil
JBoss{EEE

d &=

5 8 % HE
TEE LRERGRE 0
B0 LREXGARERHA EOISE:

HEE

|E

BT

jHE Y

RENE A%

3l HIE R
BOEMBNRKRE
RIEF BRI RHRE

BT

EEEEZEISEE

28 RIS R MARATHR

RITHAERERFRE 3.1.5
BRREALRERGRE

EEEEEM

EEZHEHM

EEN ERERRREFAR WE

%
0000 ™

[TRIREHEL
WITRIRIEHEDT WE




Z RIS TIRE

1 18 T RE

PR " EiniRE &

2, BiTE&genuser

stfuser iF[I fmpuser BIREIRF2023 £ 6 A

[S-SEC33-01] 24iR%E > ERIFESIE> EEEREEE

&?Agenuser%ﬁ@ﬁ
BB BT T LR RE S

Bi A stfuser i =18
WE A NS L EREE

igfmpuser =5
Ei Afmpuser 27 &8

B B 2B T DA REAE

EEER:

- EERTF Rz A

- AEHITEAT (R

- EE#IF0-9

- BEW TR EEATE
FIEATSL L HERF -
TEEE . -40FT
Frel S S R ES




Web
&%ﬂ‘% A - BB

ARFE)
- —Qrﬁ‘ﬂ} &a’ﬁ%;%i‘zzgtti'”ﬂﬂgﬁ,"o

BH BH
- ST R SLET
RX 7E Al 3 R A Filh
AR Flh KRR
R T i)
KAk SR

L ke
H kA > REIE
RESE

ke

> RRIE

SEC - (27)



Rifd - HE&E4

ST T

G

SR E

SRR BREE =0
B|HE

s 20

B8

Bl EE v|

=

REE o FHTE &

EAEEREIER E

IEESIEE

[s-sTAos-of] BHhEE > 2 > BHEHSE

=Sty =&F EHEREH &k
25 2,

58

Rl |§§ v|

=5

REFENTE &

EAMEEREES

IEEEEL

SEC — (28)



g*f"im - ﬁp’”ﬁ:ﬂ;d

R LR SR Y Y SUE R

[5-5TADZ-01] 25MEE - TFHEsEE > 24 FEEH

STt st SO o e
BeE 20

ek aERER 1w

HE
BEYREE | BEEES ﬁE

A (1-9999) :E

I

] EohEs

(] B ENEE El
(] EhEs SSE O
] ES ErEE
] B T TRIEIE

LT T
whEh w2 ]
REE  HEEE =
HhEE  BESE
SEAER

FECINEELES

SEC - (29)



/&%@ xd&f!‘i - TEBE4

ALFRE(2)
- p\i’i} S
- sysadmin : £ & .
TR RHFH)
(0

- asysadmin :

GAEAHRRVGRFRAFTHZ M

iT { #& sysadmin %4 o

. F P AT
LA EEC TR PR SR

n Hi i
e 457 2« A% 2 RR

SEC - (30)



AAE - IWMESFE/AUER(-)

o FRCEEH]
HFEH R
FRIE

HF
o B T HCEH
H G bR

[5-SEC22-01] HEefrz » FTINEH » T EHT IR IR

I:I JEEmmEmER ] EESE

T PR o O R B e LR
|:| STAFF OR OTHERS Frfh = /E it P P AU o B R T By
o |m Féiﬁﬁﬁ?ﬁﬁﬁﬁ?ﬁﬁﬁiﬁﬁﬁﬂfﬂ

F Test Btodent Test Student
&

[

o || s ][ o0 M |

SEC - (31)



\)S)

cevae | A AL - IR GEBREILPIR(S)

v 1l ‘Q#IJZ H,:.isF‘E,lJ

1 [* 2 5d THRE N OER

[5-SECZ22-01] Bz » FIEN - T ERFERE R

[s-SEC22-04] &R 73 » TEM > SRRTHRERER > SRR RER T

0 DR RS RR - P

Gl

EFTHFF OF_OTHERZ

EFTU]]ENT

||:| Test Student

(Bes || Bma ][ 00 M

e e B LA CHRECHT IR AR TR

i H B3R U PR

HEr a1 R PR RER, M _hour |
R | |1 Hour Per Day |
PR RS E—B— e |
I:I
DDIMMW} @
21w | - |00 | B (22 w | - |00 W
(DD!MMW} | | = =l |
O RH—%8 | [ 8 |@ u+w
E%DJMMW} O [0 - |00 Z |00 ;|00
(DD/RMMM ™)
[ S — - ENCEZTT
%D.fr.'lh'lﬁ"r"r"r’} O [o - oo = |00 - |on
(DOVRBNY YY)
O=Ma H [ B |@u+s
E%DIMMMW} O [m - [oo Z= o0 - |00
(DD/MMM ™)

SEC - (32)



AAE - IBEFE/AUER(Z)

L il RS RL [T 2

[5-SEC22-04] Efr® » TINEM >~ EERATHRERAN - ERHETRERR T
BrEhiETT iR

SR e T S (R S e
o H BRI RSERELN

H B U BRI 1 _hour |
[ - BEECL [1 Hour Per Day |
R E—B—I |

OZ N (5-sec22-05 2% 8% > TREY > TEATREERER > SRS AR
EHF E
oMY [ i P

=

| (DOMMMST
S gommire H BEEETE ARG AR [ S
B {7 L 5 {7 Ry R R 1_hour
O == :';””'”'W RSN BE—B—w
s ® sma / Bt O @ /xE O 2%
CEmE &

E%DIM Ti's

(DDA
FPalkTRRTREFEEEARESEHP -

. AFEK - HF# hxAF&E | AEED

| [ Feacher84 FSTF'.FF EIGHT FOTR F&Eﬂmﬂ Wﬂ
[ ks | [ <J EREIE |

SEC - (33)



AAfEL - IBPEFEFEUER(D)

S fo 3 B4 3 B LR S B KEF N 4

B AR RIAERE - S Ansis S th A SR E R B E R H)
BriREl  PE BEEsEE  =H

RAE%ERI @ BEE B4 == FHoAfi
et

T THEES . MAEBIAENAER THESRR . 0 TS2EERE L AEERAIR TEEirERE . -
RERETERAN "=k, RASsEE

BAEaE - AEZ.A) staff8®
HF—EARKAERSHE O
(BT IR AR B A )
RS EFTEET
s A 7 E5 6 | |

R | |
EaSFIHA

FEIEE(HE H

@® ) |28/01/20 |
EITEEHS | STAFF EIGHT NINE |
PXAE®S B |
E=AES BEDT W
HAFEERIERE
~EEEIEHIRSIR B T T HIREER | AU53 S ARE/es
EH—ZH @® [06~] : [0D~]| %= [23v] : [00~] © 24 DEF
EHA @® (D6~ : [00~] = [23~] : [00~]| O 24 D
2HIH @ [06~] : [00~v] = (18~ ] : [0~ O 24 ¥
FAFEIHE

= HEEZEAH E=

O #FzHE @ D) (31/08/2024 |

BARERFA () aNP_ADMTIN () STA_ ADMTN
EEEEENEREEY

E#R A0 S B AT RN 15 FR AT R (J one_hour [J STAFF_OR_OTHERS

EECEIEEES
(RP=E=z W= |(<JE=mE | SEC — (34)




RAEEs - IBPEFEEUERE(T)

-~ ’ » ) € >
F U G ARG BEE LR '
BB AR BUAE RN (- B A S A e th R S E ik B mE AT E)
Byrge 2 BirEmam =M

AE%EA @ BEE BLE = FoAtk
LT

T THEES . AEERMAENEES THEEMRE ., T84/ RE . AFERAIS B8Rk L
RERRETERR T8, REHER

AE S - AEZ A staff8e
Hm—EARFAERESE O
("ERSR e SR A P it )
EERE g
0 B | |
nEE | |
EREEIHE
FEEEIHAE B
@ e |28/01/20 |
EXAEHS | STAFF EIGHT NINE |
X AR S ECLED |
ERAES FEOL v
AE=EEISE
~EEFEREIR 0 B T S ERREIR | RO PR e
EH—EH @ (06~ : [0~ = [23~] : [0~ O 24 DB
877 ® (06~ :[00~]| = [23~v] : [00~]| O 24 DEF
2538 ® (06~ : [0~ = [18~v] : [D0~] O 24 NEF
AE=IRA
3 AP EIEAE B
© aFEE © iy, [31/0872024 | EA
ERERFA () ANP_ADMIN () STA_ADMIN
[mBemsE | B RS |

EHRE EEATEIISIEER (J one_hour

EEEIER S
EERIFEEIEEERES SEC — (35)




AAEL - IBPEFEFEUERG)

ARBHIE AR §E AR SR LG BEUER

g4 % 2 - B4 % © IRk T B G REER

p & - RE T IR R T B R S BREILER
KEF/Rw® ® — RER[HR T 2 3R T BRIy
EERATFIRDIEIR [ ANRE (LI BEEREIUER

[5-SEC22-01] REfr » THREN - HEH{TFRE B

O o T
[ [BARENT ‘%Eﬁﬁﬁﬁ?iﬁ%ﬁﬁﬁﬁﬂﬁ

|:| |ETAFF OR_OTHERS ‘ﬁﬁﬁ {Eite FH PRI = O BT R e

F] |m ’E“EH?JE%‘EEEEE?E#HEH%BEEEE

SEC - (36)



(4o 2 -37 - &
B3P ez Bl
G LR

(4
FIREX)
TS e
(de: FEE~

F KT M 4~ SMTP

[5-SECO1-01] §518% » 85 » bt

—HeEE
EFEEEARD D
(FEE: 3, LIE 5, 38338 5)
BENERCHAFRR 120 | 5
(TR : 12 588, LI - 120 5%, BEE - 60 94)
£E G HE AL A BB B A R R 120 Fa
(TR : 5 588 L8R 120 53 \E . 15 998)
fECE B WA SRS B BN IR 60 Fiy:
[TFIR: 5 58 IR 60 538 \RE: 5 58)
&GS AR 265 H
(FIE: 308, £iE: 365 B, @58 - 100 )
EEERERL ] 1
[ TFIE 1, EFE 5, 822 1)
SIS ARREAR—FO
(#8238 . FE&RT)
ENENE I TR A
(3858 . &R
ENENE IR R A
(3 . 8
EiENE FOEIRHEE A
(7838 . &R
EEE I E S AREE A
(387 . T8

S TR

]

(3E:348 . oro0-2300)

24 |\

[#E:3E : 07001800

EH7 O (oow|: (00w | & 0w : 00v| @ 2406
[#ER1E . 0700-2300)
EHE Q (00w 00w | Z (00w e @ 240E

FIRER i : B

[#E2E - o700-2300)

@ 22 B

[#E=A{E . o700-2300)

i O [00w|: 00w | & (00w : (00w 2215
(#8338 : 0700-2300)
EHE O [Qi~ : 0lv E Q0w : [M0v 2R

SEC - (37)



[3-SEC06-01] RfRReE ~ I > "BSEEiL, B

EEETTEDER PR TIRGE A (M EHERE] - SRR ET IR SRR | il GhER R [ FEEiRe At | ) A TRIEEA

u sttt | e FEE TR [FERRERE ] ¢

—P‘K (2> |D||@ ||1IJ 15.39.0-10.15.38 255 ||

1* \% T‘:’" 11" h_. PK i *H TEEEEGE ) HFEREELISE TRREEit | b
s F¥FHE ITEd 1 iTxk:g

"'
2 :
*15 } E'P (82 -%% 140 x 140 BEEHTE. Lk
@& v (D)X )

}l
\m
b
!

,‘ (i - i % - pa—
?Vb ; E HHER (258 2001 200 SEEUTE, LEREETES)
,J‘\ v ' m PK i 5

EEIIFE BT

mg (=834 x40 SETE UERESTEE)

[(ZERE V| (Her [ 7 me

SEC — (38)



Shmfk® (&)
8 LR A RO 2R

BEE2ERELER  ERBERAGRZHEEANBITRE
RSH B4 IP address ° DAE R GEHEIR AN TAEM, :

[5-5ECO6-01] #iElEss > H_oE » TIMERWESEME, H=5E

v R

S
i

B AaE
i W [RmEEm] SR - | resmesit) 58 | FeETH MEsment )
u

i

> HERILE

*fH RMERTErAE, EHRSEEELAGIE TIREERIRTE(AE, thit

r ElREEEE




+ KREFR O

. MR

*T SCH OL._HEAD)

& (% *2 SCHOQ._HEAD)

T
EatiBk

ST F o
B EERESSTEN

A B C F G H ] K

1 TRaAIL_DATTRAIL_TISUID LEVEL_ICSESSION  USEE_ID FCT_ID  FCT_MNAMACTION EEAN _MNAEEFORE_I.
2 | Z256/2014  16:50:28 BERA o 0 sysadmin HEKE 032 HEDSE - &M java.util. Armpty=[Exzar
3 | 25&/2014  16:50:29 aratale] 0 0 sysadmin HEE 032 HEDSE -£V java.util. armpty=[Exar
4 | 25062014 16:51:02 5556 0 0 syzadmin HEE 032 HEDSE - £V java.util. Armpty=[Exar
5 | 256/2014  le:5lH02 55560 0 0 syzadmin HEE 032 HEDSE - &M java.ntil. Armpty=[Exar
6 | 25M6/2014  16:51:57 BERA o 0 sysadmin HEKE 032 HEDSE -5V java.util. Armpty=[Exzar
7 2552014 16:52:00 aratale] 0 0 sysadmin HEE 032 HEDSE -£V java.util. armpty=[Exar
8 | Zhf20ld 171500 5556 0 0 syzadmin HEE 032 HEDSE - £V java.util. Armpty=[Exar
9 | 2562014 171508 55560 0 0 syzadmin HEE 032 HEDSE - &M java.ntil. Armpty=[Exar
10 | 25642014 17:15:09 BERA o 0 sysadmin HEKE 032 HEDSE -5V java.util. Armpty=[Exzar
11| 26/62014 92548 aratale] 0 0 gysadmin SCH_019 Confirm ScV

12 | 1641202014 9:39:30 5556 0 0 syzadmin SEC 003 Access CorD webzams.b SchoolD=F

SEC — (40)



2 Rk - RN

HERLEH
AR

S _ ;ﬁ Y 2 Ve L4
[5-5EC1201] &5E= > HEREE » FELE
S8R | EEThE A 208 |
i 01/09/2014 | E
(DDIMMAYYYY)
- 21/10/2014 | E
(DDIMMAYYY)
pd 2. /,\ sy /,\
s BARFF - FH/BPRE(FF/RAR) &&&
[5-5EC15-01] HFEEF » S RELE » BRGNS
ILREE |:§ﬂf’ﬁfﬁf?ﬁl§rﬁﬂi§: V|
%EH?EEE*]EHEE&E_ E!ﬂ__ ) _ £ i
| backup - £ THE /R E& -— e - =
ExF =EE BI0) wEN) =BEH
LB Schema  Backup Backup -
Backup Time TebSAHS Verzion LB Service Version Location Statuz
Fri dpr 24 00:06:26 2015  3.0.0.23052014  webgansg 0000122  3.0.0.000  *#¥FEFEEaadedadadbaaax sy fa] |
Sun Apr 19 00:03:55 2015 3.0.0.,23052014  webganz 0000  3.0.0.,000  E:hdata‘0000Vdatabazelschedh  succezaful 3
Sat Apr 18 00:03:16 2015  3.0.0.23052014  webganz 0000  3.0.0.,000  E:hdata‘\0000Vdatabazelzchedh  succezazful
Fri fpr 17 00:04:22 2015 3.0.0.23052014  webgans 0000  2.0.0.000 E:‘data‘\0000\database'zched' =uccezsful
Thu 4pr 16 00:03:19 2015  3.0.0.23052014  webgang_ 0000  2.0.0.000  E:‘data‘\0000\database'‘zched' =uccezsful
Wed Apr 15 00:03:45 2015  3.0.0.23052014  webganz_ 0000  32.0.0.000  E:‘data\0000\databasge'lzched' =zuccezsful -

———

SEC - (41)



—irae - FEE ke

[S-SEC09-M] HEEZ > T RLE > ]S

BRI SER1ER| v
= Oz ®ox
| BAm= || S5 |

HEEE(ER)
= A mNEA S8 (R-SEC005-C)

PREBIFEE "HES &GRS, MAESERERMNIEESEE (R-SEC008-C)
PEBIFEERE TS MRS MAEEERERMAEESE (R-SEC009-C)
P THS SRS, LIS I ERNEESEE (R-SEC00T-C)
PEmiEMEtRAAE&E (R-SEC011-C)

P IS A £ 405 (R-SEC004-C)

PHEHBIARAEEE (R-SEC001-C)

P F B BT BN (R-SEC003-C)

PREERAES (R-SEC002-C)

FET b RETESNES SEETHRREETIESESEES

SEC — (42)



23 K -
s B3 IR-SEC005 # s# & » xitkék

R-SEC005-C H H#H: 18/09/2015
S — PRI
PEIHE AR
L. 20132014 g 1 HH 1 H
HEA%IE : 01/01/2015 - 31/01/2015
Hi HFE HEHE HE#EH HEEHR  TEIhE ARHIFEE
OROL2015  08:53:55 test123 Hith o ] LA SE R A i (e FH R
OROL2015  08:53:56 test123 Hi SE LR TWERE S
26/01/2015  12:00:44 sysadmin SHEHES sysadmin i [ DL B R S T 5 P R
26/01/2015  12:40:16 sysadmin ZHEHES sysadmin a1 DL S R A (s FH
29/01/2015  11:23:20 sysadmin ZHEHES sysadmin o | DL B TR A W {E FH R
29/01/2015 11:23:24 sysadmin ZHEHES sysadmin o, | DL B TR (e FH

P EIHEARACERTIENFERL - 6

+*+7E*+*

SEC — (43)



EXRABC)

TP ERT R

[5-5ECO4-1] ZREfrer ~ FTIREMH - HFE > B2sHBP

HEEARE FELsTERR

H Rk @ mma/HE O2ssE O 286

B PIREEH (- FF SR S0 i A S B e S )

25 B o B R 4] +0 v
AEEE - BiEZl) | |

HFE{E | |

= [#ES | HESERFIRBETGES [#Rsikak] - 24 /=R RPERRIRS [S2EREMEER]
RS- mA [Hitt] FFERE

HFRR R x) | |

A EER | v

B3R5 @28 O&Fm O

EraiiEEl

TTLTTL TTL Ht
uzerll userten 893 i =
userilve userll BT+ Hitk
userllvs userllv: HE+= i
| |websamsuser |web3amsu3e:r | |ﬁfﬂz
=]

O]

|

ST || 0 M | M E[2 v %2 M-BRE gc_ (4g




EXRAB(=)

FREXARBE L RET FYLREL ©RB

TTLTTL TTL Hitt

1 193 Sl
Windows [nternet Explorer @ -
- AR+ Hits
:/ MEE SRR I A FRyEE? ART= al
it
O [5-SECo4-01] Hixfnyk ~ FIEMW - HF - E=HF
HEIE | Aix BEEEELidiE
]
z o = = 1= i
EXIIERTY m FISEARS  FESs RERRS
@ #me/Eit O2f/x5 O25
S8 PR - AR ERSFIE A PRERHE EmaEH)
23R thig S8 20 v
AR&E ¢ AfFEL) | |

HPR{E | |

* [HEES | HFRRIRRAEAES 2SR © (22 /%& ] AFERIRLS [S24£IEMRTE]
HEMEET@mA s [Hitk] FFL8R5

A8 IR ) | |
A2 | v

FOWRR @25 Ozu Onm
e

SEC — (45)



pF L PR FLRRBAES

[S-RPTO1-01] $EEEE > 7
HH e v
] | FREsER/ AR v |
BERN [ E3%) | EHRTERES (R-SE012-0) v
RN | |
as 288 Ex © ¢x
WE | |
P FHA () =iEAME)
(DDIMMAY Y YY)

(DDMMAYYY)
R

(Brus])(B=x]

C—TTE
Eirniates (E-BEC01Z-0) IHeset Passwaord Repnrt

SEC — (46)



QWQb
Ty

~J ALuE R 3{:;-—,‘!{ %%(E )

FELPR TGS BT P HFTRE

R-SEC01Z2-C

B —REEER
HREBRS
V- | BIHAELE
FO¥ER - Hib
BB : 25 SRR ¢ 24
HE4£E FEE 4 F Rt T
stafftest staff +Wvdez
stasta? stasta’ fLiIvy
testlz23 test ZAPnRG
testing testing risfyl
testuser testuser HZXOXS

FHPFIENFES, « 5

EE ';i k k&

SEC - (47)



Fra2842/3E% 2 ()

N _ b 2 , websams.edb.gov.hk says
1. 5% e § # # B Eﬂ§ 2 / H AT LA 57
[S-SEC03-04] ##i{R%E > FIITHI > AFE » MEFL/ZER
2.5 3% ¢ PygiE o 8RR sEEAEs GiEEEiE .
- TE LA

L irm]T s T

AR ETM Rl
/d ,J‘\ \&bé

O &5 m5mE O zzeE O mzgEn

. ; A=A
3! ﬁ‘ r%q—iﬁﬂ = J e 37 v

&R

B RE @z O
EZTERDIWEESS

Bt

1. TB4EE  mABRERE MEETME,
2. TREAF , WAFSERE "G M EET LM TB4HmER
3EQBHERNEHA  2FTAETAEEANBUREERSO
4 FREL TEFEE ) & TEEEMERE . AEPEE
- BeEp) TR, o T EEEHRYE, BEREEERENEE
- BN TBEIG L B TEESDRTE . REEFRERPHNER
- BRMASEER TBEESEE . I TEEEMRTN . AEEESTHEFEEE
SEC — (48)



(\Neb
Ty

~J LR g:}“éi ga2/fEH ()

- /2 . I,_'_ £ >0 & 22 L A 2 2 \? Ol
Fhen~ Bp e E3Zedry 5T 2Lz 55
R-SEC010-C H H#A: 18/09/2015
A2
EREL/FRFO#RE
48 20152016
BOFER: 24 £ 1 HE 3 H
B4 2015
SRR ¢ P EREERe - =0 &R - o BERl : 6A
FHFE&E it R F#EE4 RFHEHS &
2002559 =
57071 ] E=EA
97179 ) GIEEAT
T7019 3 E=EA
97037 7 EZT
07183 5 SEISES
T70] G EHI=E A
57069 7 S f=EA

SEC — (49)




\)S)

ALBERR

[S-SEC28-01] &Rz » HimARFEEIE » RFRHEE
EAE=EHEEE
WMARGEEEESESEE

T b IRFEF R

. B AFSIBRERE

BEREEEEER
WAREEEEWER
B AMSEBLUERE

EiBitLockerZiE
f5i ABitLocker& =3 5%

i A BitLocker¥h 2 i
HAF=ELUERE

L 8877

B HBitLockerZs=iE
5 ABitLocker¥h =3 6%

B AMSEBLUERE

IRAE ST

- BEmI T Ea-z (HE)

- BEENFEAZ ()

- BE=EE8F0-9

- BIEEAFR(CHEERZERE)

(G ZERT 5 LI EMIEESF & e =18)
TS EE . 8-40=F 7T
TEELL AF SBIE R

T #HBitLockerEiEia

. OV



S HIRTEH T

[S-SEC29-01] RA&IRE > BlRRHFEE » ERUR(FARSM
FATTEATEAT

P. 51



[S-SEC30-01] ##{R% > BiREHEIE » f LN ERNEE

https://abc.sams.
edu.hk:7011/

T &R E S

THERBEES ‘ | TFE
Boss{AfHfEx

JBoss{HAiEET,

W EREZMABR

THBELEREZHABR O

EEMAEREZMEAREKRDE =2 (5] 5% B

i N 21k

RIEnN &3 2 40 O

1= IE1E A 2 4 O

B0 E A Z 4 iReE O

i1 AT A D RY IS )| 2 A 1R ER O

) ERE RMBAAR

IRTTHR RS MR 3.0.0.27082020
BER ERE 2GR

B ERELBBREHE

MTEIREERET
MITHREERN




(&eb
( /Q ALBERS ’;%" %F’Eﬁ}.

[ —
AR—A XS/ “FEr
RE4WIZERI NEEIE ?

=
EREE] 28R > FHER > H PR (F &)

IR - R

N

> FEUER > SYNES)  RIEEWGT ST

e RIRIRERR

SEC - (53



(&eb
[ - nruwas ’;%" %ﬁ:ﬁ}.
[ —

LA sysadmin VBB AH ERE LR ° HiE
A EE B BRI BB B f R B4 7

=
WWMmmﬁW%@@ﬂE%ﬂﬁﬂ%%&ﬁE Y
HAFHE R N BB B BRI B EE KT

SlfEaR - @VTuEﬁ%mﬁW%@@%%R%ﬁﬁ
B S -

SEC — (54)

Al




(&eb
( /Q ALBERS ';%" %ﬁ:ﬁ}.

= :

BELGRICHEERNFIVER » &

B EE

RAER B e 2

&

2% Lo 4H \

LHE

] B HUERR

- 2R REE > FHEH] >

SRR A==y

OREIEE RS  BHEABEIREZRME -

(AR

FTLAERE R &G 8E& 5 (B4 -
HalPE BRSO ) 518 - ERRETE
BH B EFEUERR -

Dl & SRRV ERTBEESE

SEC — (55)



e' [S-SEC01-01] ##ER%E » &=iE » #HmE
=

BiriE T ARS N [::]
[FER: 3, LR &, /85818 5]

BEIE E# B FISER 120 5§
(TR : 12998, R 12098, 8288 : 60 978E]

T ERD A SMEAEEELISEE 120 gt
(FIE @ 688, LFR : 120 o748, 85218 : 15 o]

EERRD A HSIHEEELINEE 60 AN ]
(FIE : &6-<788, PR : B0 oy4E FEa31H : 5 or8E]

ST HE I HARSER 365 H
(IR : 20 B, LR : 365 B, 8% {E : 100 H]

EHEELCE 2YH 1

( [FER: 1, EFR: 5 fE51E : 1)

BEARRKEAR—FO v
[F85% : F88]

BB G RHMAT A ]

Rt i)
(FES  REH)

RMEIEHCRMEEEA

[78aE : F&F)

REIBENER —EARATA

(7832 : FEE)




‘Web
T

L AL RS

Al L R AE R E - 154

ZHER

=52\ < ==
8 > BEHER > A/ RET
SREIR(SCH) 24E§8(STU)
S REEIEIE(SAM) BEHEER(ATT)
ERRERSBLEEHERE AAEEIE(TDB)
B3 SFO
s Tl AIERS HMEH(STA)
EEEARER EHEZRAE (HKA)
&H#HHE23778(DSE) FEFRZ%(ApL)
A RSTEL(TSA) B4 BTEE (SLP)
EHEE AR (INA)
S Z LIS EE(HSE)
A&RZ(SEC) RESE(RPT)
BRI EE(DAT)

LA pEAE(ASR)
1724 A4 (SPE)
HREER(ANP)

S FEAC(STD)
HEE BRI (STF)

BRENTA(DQT)
EFEBH(EMAIL)
EE77(ARC)
F|IE(CUS)

B5E
Ih—R{(POA)
Fp— 3R {i1(/]\22) (SOA(P))
ch—JRf1(+F ) (SOA(S))
IR {22 (SFP)

B R EIRAREETA(STT)

B IR AR EE(7 T E) (TSI)
B falZR SRk (48 L hR) (TTL)

B EE LS (FMP)


https://cdr.websams.edb.gov.hk/%e6%a8%a1%e7%b5%84%e8%b3%87%e6%96%99/

(Web
T

VUL R R ERE - A2 RN

RARE

TR RHER> ARRS

# ¥ 2
BEZM
e DEAR el S
7 m

7 RRR e sl



Neb |
ALRERE




